


 

Attachment A: NASPO ValuePoint Master Agreement Terms and Conditions 

1. Master Agreement Order of Precedence  

a. Any Order placed under this Master Agreement shall consist of the following 
documents:  
 
(1) A Participating Entity’s Participating Addendum1 (“PA”); 
(2) The present NASPO ValuePoint Master Agreement Terms & Conditions, including 
the attached Exhibit 1 thereto; 
(3) Retarus Terms & Conditions of Service as of 8/3/2015 pursuant to Attachment E; 
and  
(6) A Service Level Agreement issued against the Participating Addendum. 
 
b. These documents shall be read to be consistent and complementary.  Any conflict or 
inconsistencies among these documents shall be resolved by giving priority to these 
documents in the order listed above. Contractor terms and conditions that apply to this 
Master Agreement are only those that are expressly accepted by the Lead State and 
must be in writing and attached to this Master Agreement as an Exhibit or Attachment.   

2.  Definitions - Unless otherwise provided in this Master Agreement, capitalized terms 
will have the meanings given to those terms in this Section. 

Confidential Information means any and all information of any form that is marked as 
confidential or would by its nature be deemed confidential obtained by Contractor or its 
employees or agents in the performance of this Master Agreement, including, but not 
necessarily limited to (1) any Purchasing Entity’s records, (2) personnel records, and (3) 
information concerning individuals, is confidential information of Purchasing Entity.   
 
Contractor or Retarus means the person or entity providing solutions under the terms 
and conditions set forth in this Master Agreement. Contractor also includes its 
employees, subcontractors, agents and affiliates who are providing the services agreed 
to under the Master Agreement.   
 
Data means all information, whether in oral or written (including electronic) form, 
created by or in any way originating with a Participating Entity or Purchasing Entity, and 
all information that is the output of any computer processing, or other electronic 
                                                           
1 A Sample Participating Addendum will be published after the contracts have been awarded. 



manipulation, of any information that was created by or in any way originating with a 
Participating Entity or Purchasing Entity, in the course of using and configuring the 
Services provided under this Agreement. 
 
Data Breach means any actual or reasonably suspected non-authorized access to or 
acquisition of computerized Non-Public Data or Personal Data that compromises the 
security, confidentiality, or integrity of the Non-Public Data or Personal Data, or the 
ability of Purchasing Entity to access the Non-Public Data or Personal Data. 
 
Data Categorization means the process of risk assessment of Data. See also “High 
Risk Data”, “Moderate Risk Data” and “Low Risk Data”.  
 
Disabling Code means computer instructions or programs, subroutines, code, 
instructions, data or functions, (including but not limited to viruses, worms, date bombs 
or time bombs), including but not limited to other programs, data storage, computer 
libraries and programs that self-replicate without manual intervention, instructions 
programmed to activate at a predetermined time or upon a specified event, and/or 
programs purporting to do a meaningful function but designed for a different function, 
that alter, destroy, inhibit, damage, interrupt, interfere with or hinder the operation of the 
Purchasing Entity’s’ software, applications and/or its end users processing environment, 
the system in which it resides, or any other software or data on such system or any 
other system with which it is capable of communicating. 
 
Fulfillment Partner means a third-party contractor qualified and authorized by 
Contractor, who may, to the extent authorized by Contractor, fulfill any of the 
requirements of this Master Agreement including but not limited to providing Services 
under this Master Agreement. Contractor may add or delete authorized Fulfillment 
Partners as necessary at any time during the contract term. Fulfillment Partner has no 
authority to amend this Master Agreement or to bind Contractor to any additional terms 
and conditions. 
 
High Risk Data is as defined in FIPS PUB 199, Standards for Security Categorization 
of Federal Information and Information Systems (“High Impact Data”).  
 
Infrastructure as a Service (IaaS) as used in this Master Agreement is defined the 
capability provided to the consumer to provision processing, storage, networks, and 
other fundamental computing resources where the consumer is able to deploy and run 
arbitrary software, which can include operating systems and applications. The 
consumer does not manage or control the underlying cloud infrastructure but has 
control over operating systems, storage, deployed applications; and possibly limited 
control of select networking components (e.g., host firewalls). 
 
Intellectual Property means any and all patents, copyrights, service marks, 
trademarks, trade secrets, trade names, patentable inventions, or other similar 
proprietary rights, in tangible or intangible form, and all rights, title, and interest therein. 
 



Lead State means the State centrally administering the solicitation and any resulting 
Master Agreement(s). 
 
Low Risk Data is as defined in FIPS PUB 199, Standards for Security Categorization of 
Federal Information and Information Systems (“Low Impact Data”).  
 
Master Agreement means this agreement executed by and between the Lead State, 
acting on behalf of NASPO ValuePoint, and the Contractor, as now or hereafter 
amended.  
 
Moderate Risk Data is as defined in FIPS PUB 199, Standards for Security 
Categorization of Federal Information and Information Systems (“Moderate Impact Data”).  
 
NASPO ValuePoint is the NASPO ValuePoint Cooperative Purchasing Program, 
facilitated by the NASPO Cooperative Purchasing Organization LLC, a 501(c)(3) limited 
liability company (doing business as NASPO ValuePoint) is a subsidiary organization 
the National Association of State Procurement Officials (NASPO), the sole member of 
NASPO ValuePoint.  The NASPO ValuePoint Cooperative Purchasing Organization 
facilitates administration of the cooperative group contracting consortium of state chief 
procurement officials for the benefit of state departments, institutions, agencies, and 
political subdivisions and other eligible entities (i.e., colleges, school districts, counties, 
cities, some nonprofit organizations, etc.) for all states and the District of Columbia. The 
NASPO ValuePoint Cooperative Development Team is identified in the Master 
Agreement as the recipient of reports and may be performing contract administration 
functions as assigned by the Lead State. 
 
Non-Public Data means High Risk Data and Moderate Risk Data that is not subject to 
distribution to the public as public information. It is deemed to be sensitive and 
confidential by the Purchasing Entity because it contains information that is exempt by 
statute, ordinance or administrative rule from access by the general public as public 
information. 
 
Participating Addendum means a bilateral agreement executed by a Contractor and a 
Participating Entity incorporating this Master Agreement and any other additional 
Participating Entity specific language or other requirements, e.g. ordering procedures 
specific to the Participating Entity, other terms and conditions.  
 
Participating Entity or Customer (as the case may be) means a state, or other legal 
entity, properly authorized to enter into a Participating Addendum.   
 
Participating State means a state, the District of Columbia, or one of the territories of 
the United States that is listed in the Request for Proposal as intending to participate.  
Upon execution of the Participating Addendum, a Participating State becomes a 
Participating Entity. 
 
Personal Data means data alone or in combination that includes information relating to 



an individual that identifies the individual by name, identifying number, mark or 
description can be readily associated with a particular individual and which is not a 
public record. Personal Information may include the following personally identifiable 
information (PII): government-issued identification numbers (e.g., Social Security, 
driver’s license, passport); financial account information, including account number, 
credit or debit card numbers; or Protected Health Information (PHI) relating to a person. 
 
Platform as a Service (PaaS) as used in this Master Agreement is defined as the 
capability provided to the consumer to deploy onto the cloud infrastructure consumer-
created or -acquired applications created using programming languages and tools 
supported by the provider. This capability does not necessarily preclude the use of 
compatible programming languages, libraries, services, and tools from other sources. 
The consumer does not manage or control the underlying cloud infrastructure including 
network, servers, operating systems, or storage, but has control over the deployed 
applications and possibly application hosting environment configurations. 
 
Product means any deliverable under this Master Agreement, including Services, 
software, and any incidental tangible goods. 
 
Protected Health Information (PHI) means individually identifiable health information 
transmitted by electronic media, maintained in electronic media, or transmitted or 
maintained in any other form or medium. PHI excludes education records covered by 
the Family Educational Rights and Privacy Act (FERPA), as amended, 20 U.S.C. 
1232g, records described at 20 U.S.C. 1232g(a)(4)(B)(iv) and employment records held 
by a covered entity in its role as employer.  PHI may also include information that is a 
subset of health information, including demographic information collected from an 
individual, and (1) is created or received by a health care provider, health plan, 
employer or health care clearinghouse; and (2) relates to the past, present or future 
physical or mental health or condition of an individual; the provision of health care to an 
individual; or the past, present or future payment for the provision of health care to an 
individual; and (a) that identifies the individual; or (b) with respect to which there is a 
reasonable basis to believe the information can be used to identify the individual. 
 
Purchasing Entity or Customer means a state, city, county, district, other political 
subdivision of a State, and a nonprofit organization under the laws of some states if 
authorized by a Participating Addendum, who issues a Purchase Order against the 
Master Agreement and becomes financially committed to the purchase. 
 
Services mean any of the specifications described in the Scope of Services that are 
supplied or created by the Contractor pursuant to this Master Agreement.   
 
Security Incident means the possible or actual unauthorized access to a Purchasing 
Entity’s Non-Public Data and Personal Data the Contractor believes could reasonably 
result in the use, disclosure or theft of a Purchasing Entity’s Non-Public Data within the 
possession or control of the Contractor. A Security Incident also includes a major 
security breach to the Contractor’s system, regardless if Contractor is aware of 



unauthorized access to a Purchasing Entity’s Non-Public Data.  A Security Incident may 
or may not turn into a Data Breach. 
 
Service Level Agreement (SLA) means a written agreement between both the 
Purchasing Entity and the Contractor that is subject to the terms and conditions in this 
Master Agreement and relevant Participating Addendum unless otherwise expressly 
agreed in writing between the Purchasing Entity and the Contractor.  SLAs should 
include: (1) the technical service level performance promises, (i.e. metrics for 
performance and intervals for measure), (2) description of service quality, (3) 
identification of roles and responsibilities, (4) remedies, such as credits, and (5) an 
explanation of how remedies or credits are calculated and issued. 
 
Software as a Service (SaaS) as used in this Master Agreement is defined as the 
capability provided to the consumer to use the Contractor’s applications running on a 
Contractor’s infrastructure (commonly referred to as ‘cloud infrastructure).  The 
applications are accessible from various client devices through a thin client interface 
such as a Web browser (e.g., Web-based email), or a program interface. The consumer 
does not manage or control the underlying cloud infrastructure including network, 
servers, operating systems, storage, or even individual application capabilities, with the 
possible exception of limited user-specific application configuration settings. 
 
Solicitation means the documents used by the State of Utah, as the Lead State, to 
obtain Contractor’s Proposal.    
 
Statement of Work means a written statement in a solicitation document or contract 
that describes the Purchasing Entity’s service needs and expectations. 

3.  Term of the Master Agreement: The initial term of this Master Agreement is for ten 
(10) years with no renewal options.  

4. Amendments: The terms of this Master Agreement shall not be waived, altered, 
modified, supplemented or amended in any manner whatsoever without prior written 
approval of the Lead State and Contractor. 

5. Assignment/Subcontracts: Contractor shall not assign, sell, transfer, or sublet 
rights, or delegate responsibilities under this Master Agreement, in whole or in part, 
without the prior written approval of the Lead State, provided that Contractor may 
assign, sell, transfer, or sublet rights, or delegate responsibilities to an affiliate, or to a 
successor entity in the event of an acquisition or divestiture of the majority of such 
party’s common stock or its relevant assets, without the Lead State’s consent.  The 
engagement of affiliates and subsidiaries of Contractor, third party Internet service or 
helpdesk providers or hosting/housing contractors providing the circuits and carrier 
services for the Contractor do not require the Lead State’s approval. 
 
The Lead State reserves the right to assign any rights or duties, including written 
assignment of contract administration duties to the NASPO Cooperative Purchasing 
Organization LLC, doing business as NASPO ValuePoint. 
 



6. Discount Guarantee Period: All discounts must be guaranteed for the entire term of 
the Master Agreement. Participating Entities and Purchasing Entities shall receive the 
immediate benefit of price or rate reduction of the services provided under this Master 
Agreement.  A price or rate reduction will apply automatically to the Master Agreement 
and an amendment is not necessary.  
 
7. Termination: Unless otherwise stated, this Master Agreement may be terminated by 
either party upon 60 days written notice prior to the effective date of the termination.  
Further, any Participating Entity may terminate its participation upon 30 days written 
notice, unless otherwise limited or stated in the Participating Addendum.  Termination 
may be in whole or in part.  Any termination under this provision shall not affect the 
rights and obligations attending orders outstanding at the time of termination, including 
any right of any Purchasing Entity to indemnification by the Contractor, rights of 
payment for Services delivered and accepted, data ownership, Contractor obligations 
regarding Purchasing Entity Data, rights attending default in performance an applicable 
Service Level of Agreement in association with any Order, Contractor obligations under 
Termination and Suspension of Service, and any responsibilities arising out of a 
Security Incident or Data Breach.  Termination of the Master Agreement due to 
Contractor default may be immediate. 

8. Confidentiality, Non-Disclosure, and Injunctive Relief   
a. Confidentiality. Contractor acknowledges that it and its employees or agents may, in 
the course of providing a Product under this Master Agreement, be exposed to or 
acquire information that is confidential to Purchasing Entity’s or Purchasing Entity’s 
clients.  Any reports or other documents or items (including software) that result from 
the use of the Confidential Information by Contractor shall be treated in the same 
manner as the Confidential Information.   Confidential Information does not include 
information that (1) is or becomes (other than by disclosure by Contractor) publicly 
known; (2) is furnished by Purchasing Entity to others without restrictions similar to 
those imposed by this Master Agreement; (3) is rightfully in Contractor’s possession 
without the obligation of nondisclosure prior to the time of its disclosure under this 
Master Agreement; (4) is obtained from a source other than Purchasing Entity without 
the obligation of confidentiality, (5) is disclosed with the written consent of Purchasing 
Entity or; (6) is independently developed by employees, agents or subcontractors of 
Contractor who can be shown to have had no access to the Confidential Information. 
 
b. Non-Disclosure.  Contractor shall hold Confidential Information in confidence, using 
at least the industry standard of confidentiality, and shall not copy, reproduce, sell, 
assign, license, market, transfer or otherwise dispose of, give, or disclose Confidential 
Information to third parties or use Confidential Information for any purposes whatsoever 
other than what is necessary to the performance of Orders placed under this Master 
Agreement.  Contractor shall advise each of its employees and agents of their 
obligations to keep Confidential Information confidential.  Contractor shall use 
commercially reasonable efforts to assist Purchasing Entity in identifying and preventing 
any unauthorized use or disclosure of any Confidential Information.  Without limiting the 
generality of the foregoing, Contractor shall advise Purchasing Entity, applicable 
Participating Entity, and the Lead State immediately if Contractor learns or has reason 



to believe that any person who has had access to Confidential Information has violated 
or intends to violate the terms of this Master Agreement, and Contractor shall at its 
expense cooperate with Purchasing Entity in seeking injunctive or other equitable relief 
in the name of Purchasing Entity or Contractor against any such person.  Except as 
directed by Purchasing Entity, Contractor will not at any time during or after the term of 
this Master Agreement disclose, directly or indirectly, any Confidential Information to 
any person, except in accordance with this Master Agreement, and that upon 
termination of this Master Agreement or at Purchasing Entity’s request, Contractor shall 
turn over to Purchasing Entity, or destroy all documents, papers, and other matter in 
Contractor's possession that embody Confidential Information.  Notwithstanding the 
foregoing, Contractor may keep one copy of such Confidential Information necessary for 
quality assurance, audits and evidence of the performance of this Master Agreement. 
 
c. Injunctive Relief. Contractor acknowledges that breach of this section, including 
disclosure of any Confidential Information, will cause irreparable injury to Purchasing 
Entity that is inadequately compensable in damages.  Accordingly, Purchasing Entity 
may seek and obtain injunctive relief against the breach or threatened breach of the 
foregoing undertakings, in addition to any other legal remedies that may be available.  
Contractor acknowledges and agrees that the covenants contained herein are 
necessary for the protection of the legitimate business interests of Purchasing Entity 
and are reasonable in scope and content. 
 
d. Unless permitted by Purchasing Entity’s laws, The foregoing provisions shall apply 
mutatis mutandis for confidential information of Contractor, that Purchasing Entity 
acquires or is exposed to.  
 
d. Purchasing Entity Law.  These provisions shall be applicable only to extent they are 
not in conflict with the applicable public disclosure laws of any Purchasing Entity. 

9. Right to Publish: Throughout the duration of this Master Agreement, Contractor must 
secure prior approval from the Lead State or  Participating Entity for the release of any 
information that pertains to the potential work or activities covered by the Master 
Agreement , including but not limited to reference to or use of the Lead State or a 
Participating Entity’s name, Great Seal of the State, Coat of Arms, any Agency or other 
subunits of the State government, or any State official or employee, for commercial 
promotion which is strictly prohibited.  News releases or release of broadcast e-mails 
pertaining to this Master Agreement or Participating Addendum shall not be made without 
prior written approval of the Lead State or a Participating Entity.   

The Contractor shall not make any representations of NASPO ValuePoint’s opinion or 
position as to the quality or effectiveness of the services that are the subject of this 
Master Agreement without prior written consent. Failure to adhere to this requirement 
may result in termination of the Master Agreement for cause. 

10. Defaults and Remedies  
a. The occurrence of any of the following events shall be an event of default under this 
Master Agreement: 



(1) Nonperformance of contractual requirements; or 
(2) A material breach of any term or condition of this Master Agreement; or 
(3) Any certification, representation or warranty by Contractor in response to the 
solicitation or in this Master Agreement that proves to be untrue or materially 
misleading; or 
(4) Institution of proceedings under any bankruptcy, insolvency, reorganization or 
similar law, by or against Contractor, or the appointment of a receiver or similar 
officer for Contractor or any of its property, which is not vacated or fully stayed 
within thirty (30) calendar days after the institution or occurrence thereof; or 
(5) Any default specified in another section of this Master Agreement. 

b. Upon the occurrence of an event of default, Lead State shall issue a written notice of 
default, identifying the nature of the default, and providing a period of 30 calendar days 
in which Contractor shall have an opportunity to cure the default. The Lead State shall 
not be required to provide advance written notice or a cure period and may immediately 
terminate this Master Agreement in whole or in part if the Lead State, in its sole 
discretion, determines that it is reasonably necessary to preserve public safety or 
prevent immediate public crisis.  Time allowed for cure shall not diminish or eliminate 
Contractor’s liability for damages. 
c. If Contractor is afforded an opportunity to cure and fails to cure the default within the 
period specified in the written notice of default, Contractor shall be in breach of its 
obligations under this Master Agreement and Lead State shall have the right to exercise 
any or all of the following remedies: 

(1) Exercise any remedy provided under this Master Agreement; and 
(2) Terminate this Master Agreement and any related Contracts or portions 
thereof; and 
 (3) Suspend Contractor from being able to respond to future bid solicitations; 
and 
(4) Suspend Contractor’s performance; and 
(5) Withhold payment until the default is remedied. 

d. Unless otherwise specified in the Participating Addendum, in the event of a default 
under a Participating Addendum, a Participating Entity shall provide a written notice of 
default as described in this section and have all of the rights and remedies under this 
paragraph regarding its participation in the Master Agreement, in addition to those set 
forth in its Participating Addendum.    
11. Changes in Contractor Representation: The Contractor must notify the Lead State 
of changes in the Contractor’s key administrative personnel upon request.   The Lead 
State reserves the right to approve changes in key personnel, as identified in the 
Contractor’s proposal.  The Contractor agrees to propose replacement key personnel 
having substantially equal or better education, training, and experience as was 
possessed by the key person proposed and evaluated in the Contractor’s proposal.  



12. Force Majeure: Neither party shall be in default by reason of any failure in 
performance of this Contract in accordance with reasonable control and without fault or 
negligence on their part.  Such causes may include, but are not restricted to, acts of 
nature or the public enemy, acts of the government in either its sovereign or contractual 
capacity, fires, floods, epidemics, quarantine restrictions, strikes, freight embargoes and 
unusually severe weather, but in every case the failure to perform such must be beyond 
the reasonable control and without the fault or negligence of the party.  
13. Indemnification, Limitation of Liability  

a.  The Contractor shall defend, indemnify and hold harmless NASPO, NASPO 
ValuePoint, the Lead State, Participating Entities, and Purchasing Entities, along with 
their officers, agents, and employees as well as any person or entity for which they may 
be liable, from and against claims, damages or causes of action including reasonable 
attorneys’ fees and related costs for any death, injury, or damage to property arising 
directly from act(s), error(s), or omission(s) of the Contractor, its employees or 
subcontractors or volunteers, at any tier, relating to the performance under the Master 
Agreement.   
 
b. Indemnification – Intellectual Property. The Contractor shall defend, indemnify and 
hold harmless NASPO, NASPO ValuePoint, the Lead State, Participating Entities, 
Purchasing Entities, along with their officers, agents, and employees as well as any 
person or entity for which they may be liable ("Indemnified Party"), from and against 
claims, damages or causes of action including reasonable attorneys’ fees and related 
costs arising out of the claim that the Services or its use, infringe Intellectual Property 
rights ("Intellectual Property Claim") of another person or entity. 
 

(1) The Contractor’s obligations under this section shall not extend to any claims 
arising from the combination of the Services with any other product, system or method, 
unless the Product, system or method is: 

 
(a) provided by the Contractor or the Contractor’s subsidiaries or affiliates; 
and 
 
(b) specified by the Contractor to work with the Service; or 
 
(c) reasonably required and authorized by Contractor, in order to use the 

Service in its intended manner, and the infringement could not have been avoided by 
substituting another reasonably available product, system or method capable of 
performing the same function. 

 
 

 
 (2) The Indemnified Party shall notify the Contractor within a reasonable time 
after receiving notice of an Intellectual Property Claim.  Even if the Indemnified Party 
fails to provide reasonable notice, the Contractor shall not be relieved from its 
obligations unless the Contractor can demonstrate that it was prejudiced in defending 
the Intellectual Property Claim resulting in increased expenses or loss to the Contractor 



and then only to the extent of the prejudice or expenses.  If the Contractor promptly and 
reasonably investigates and defends any Intellectual Property Claim, it shall have 
control over the defense and settlement of it.  However, the Indemnified Party must 
consent in writing for any money damages or obligations for which it may be 
responsible. The Indemnified Party shall furnish, at the Contractor’s reasonable request 
and expense, information and assistance necessary for such defense. Unless otherwise 
agreed in writing, this section is not subject to any limitations of liability in this Master 
Agreement or in any other document executed in conjunction with this Master 
Agreement. 
 
 (3) Notwithstanding the foregoing, however, Contractor will have no obligation to 
defend, indemnify and hold harmless any Indemnified Party for infringement claims 
arising from (i) any modification of the Services not authorized by Contractor in writing, 
or (ii) an Indemnified Party’s message content.  If an injunction, decree or judgment is, 
or in Contractor’s sole discretion is likely to be, entered providing that an Indemnified 
Party may not use the Services as contemplated in this Master Agreement, Contractor 
may, at its sole option and expense, either (i) procure for Indemnified Party the right to 
use the Services or affected part thereof as provided in this Master Agreement or in any 
other document executed in conjunction with this Master Agreement; (ii) replace the 
Services or affected part thereof with other non-infringing services or modify the 
Services or affected part thereof so as to be non-infringing; or (iii) terminate the Master 
Agreement or any other document executed in conjunction with the Master Agreement 
upon written notice. 
 
Limitation of Liability: If Contractor, at its option, re-performs the Services or replaces 
the Product that is the subject of, or gave rise to, the claim, Contractor’s total liability will 
be limited to such re-performance.  If (i) the claim or matter cannot be remedied by such 
re-performance; (ii) re-performance is not an applicable remedy; or (iii) re-performance 
is not provided, then Contractor’s total aggregate liability for any and all claims under 
this Master Agreement or in any other document executed in conjunction with this 
Master Agreement will be limited to: (i) an amount equal to two (2) times the charges 
specified in the Purchase Order for the Services giving rise to the party’s claim (said 
amount not to exceed a total of twelve months (12) months charges under the 
applicable purchase order) or (ii) two million dollars ($2,000,000.00), whichever is  lower 
to the Purchasing Entity.   
IN NO EVENT SHALL CONTRACTOR OR ITS SUPPLIERS BE LIABLE FOR ANY 
INCIDENTAL, SPECIAL, CONSEQUENTIAL OR ANY OTHER INDIRECT LOSS OR 
DAMAGE, INCLUDING LOST PROFITS, ARISING OUT OF THE MASTER 
AGREEMENT OR ANY OTHER DOCUMENT EXECUTED IN CONJUNCTION WITH 
THE MASTER AGREEMENT OR ANY OBLIGATION RESULTING THEREFROM, OR 
THE USE, PERFORMANCE, MODIFICATION, OR DISCONTINUANCE OF ANY 
SERVICE, WHETHER IN AN ACTION FOR OR ARISING OUT OF ANY CAUSE 
WHATSOEVER, REGARDLESS OF THE FORM OF ACTION.   
THESE LIMITATIONS OF LIABILITY SHALL APPLY: (A) REGARDLESS OF THE 
FORM OF ACTION, WHETHER IN CONTRACT, TORT, STRICT LIABILITY OR 
OTHERWISE; AND (B) WHETHER OR NOT DAMAGES WERE FORESEEABLE. 



THESE LIMITATIONS OF LIABILITY SHALL SURVIVE FAILURE OF ANY EXCLUSIVE 
REMEDIES PROVIDED IN THE MASTER AGREEMENT OR ANY OTHER 
DOCUMENT EXECUTED IN CONJUNCTION WITH THE MASTER AGREEMENT. 
The limitations of liability in this Section 13 will not apply to claims for bodily injury or 
death, Section 8, indemnification obligations and breaches of applicable law. 
 
 (4) Contractor only acts as transmitter of Participating Entity’s messages and 
does not vet or audit their content for legal, substantive, logical, grammatical, spelling or 
any other purpose.  Participating Entity agrees that all use of Services will comply with 
the applicable documentation which is provided to Participating Entity, and agrees to 
indemnify Contractor (and its parent, subsidiaries, and their affiliates and directors, 
officers, employees, agents, representatives, subcontractors, interconnection service 
providers, and suppliers) from any third party liabilities, including reasonable legal and 
attorneys’ fees, resulting from Participating Entity’s use of the Services, in particular the 
content of Participating Entity’s or its end users’ messages, including, without limitation, 
messages which constitute an infringement of any copyright or trademark or a violation 
of any national security law or of any law or regulation regarding the use of telephones 
or data lines to transmit unlawful, threatening, abusive, harassing, libelous, deceptive, 
fraudulent, invasive of another’s privacy, vulgar or obscene messages or otherwise 
contains objectionable material of any kind or nature, the violation of any third party’s 
rights or the violation of any other applicable statutes or regulations in the United States 
or in other countries in which the Services are used or to which the Services are 
transmitted.  Participating Entity agrees to refrain from distributing prohibited mass 
advertisements and unsolicited marketing materials, including information subject to the 
CAN-SPAM Act, and/or the Junk Fax Prevention Act, and/or the Telephone Consumer 
Protection Act, as amended.  Participating Entity warrants to Contractor that any and all 
distribution lists provided by it to Participating Entity: (i) are based upon permission or 
an established business relationship; (ii) have not been obtained through internet 
harvesting methods or any other unlawful electronic collection of addresses or any other 
public or private source; and (iii) are complete, accurate and updated for any opt-outs, 
as applicable and required by law.  Participating Entity shall ensure that personal data 
will be treated in compliance with applicable data protection provisions and not be used 
for purposes other than those allowed under applicable law. 
Participating Entity is responsible for maintaining the confidentiality of, and shall not 
transfer sell or assign, access numbers, passwords and user names provided by 
Contractor solely for its use.  It is Participating Entity’s sole responsibility to use the 
Services in accordance with all applicable local, state/provincial, federal and foreign 
laws and regulations, including but not limited to, laws and regulations pertaining to 
telemarketing, facsimile advertising, commercial e-mail, personal data privacy and 
export control. 
 



14. Independent Contractor: The Contractor shall be an independent contractor.  
Contractor shall have no authorization, express or implied, to bind the Lead State, 
Participating States, other Participating Entities, or Purchasing Entities to any 
agreements, settlements, liability or understanding whatsoever, and agrees not to hold 
itself out as agent except as expressly set forth herein or as expressly agreed in any 
Participating Addendum. 

15. Individual Customers: Except to the extent modified by a Participating Addendum, 
each Purchasing Entity shall follow the terms and conditions of the Master Agreement 
and applicable Participating Addendum and will have the same rights and 
responsibilities for their purchases as the Lead State has in the Master Agreement, 
including but not limited to, any indemnity or right to recover any costs as such right is 
defined in the Master Agreement and applicable Participating Addendum for their 
purchases.  Each Purchasing Entity will be responsible for its own charges, fees, and 
liabilities. The Contractor will apply the charges and invoice each Purchasing Entity 
individually.  

16. Insurance   

a. Unless otherwise agreed in a Participating Addendum, Contractor shall, during the 
term of this Master Agreement, maintain in full force and effect, the insurance described 
in this section.  Contractor shall acquire such insurance from an insurance carrier or 
carriers licensed to conduct business in Contractor’s state and having a rating of A-, 
Class VII or better, in the most recently published edition of Best’s Reports.  Failure to 
buy and maintain the required insurance may result in this Master Agreement’s 
termination or, at a Participating Entity’s option, result in termination of its Participating 
Addendum. 
 
b. Coverage shall be written on an occurrence basis. The minimum acceptable limits 
shall be as indicated below, with no deductible for each of the following categories: 

 
(1) Commercial General Liability covering premises operations, independent 
contractors, products and completed operations, blanket contractual liability, 
personal injury (including death), advertising liability, and property damage, with 
a limit of not less than $1 million per occurrence/$3 million general aggregate; 
 
(2) CLOUD MINIMUM INSURANCE COVERAGE: 

 

 

Data Breach and Privacy/Cyber Liability 
including Technology Errors and Omissions 

Minimum Insurance Coverage 
 $2,000,000 
  
  

 
(3) Contractor must comply with any applicable State Workers Compensation or 
Employers Liability Insurance requirements. 



 
(4) Professional Liability. As applicable, Professional Liability Insurance Policy in 
the minimum amount of $1,000,000 per occurrence and $1,000,000 in the 
aggregate, written on an occurrence form that provides coverage for its work 
undertaken pursuant to each Participating Addendum. 

 
c. Contractor shall pay premiums on all insurance policies.   
 
d. Prior to commencement of performance, Contractor shall provide to the Lead State a 
written endorsement to the Contractor’s general liability insurance policy or other 
documentary evidence acceptable to the Lead State.  Unless otherwise agreed in any 
Participating Addendum, the Participating Entity’s rights and Contractor’s obligations are 
the same as those specified in the first sentence of this subsection.  Before 
performance of any Purchase Order issued after execution of a Participating Addendum 
authorizing it, the Contractor shall provide to a Purchasing Entity or Participating Entity 
who requests it the same information described in this subsection.     
 
e. Contractor shall furnish to the Lead State, Participating Entity, and, on request, the 
Purchasing Entity copies of certificates of all required insurance within thirty (30) 
calendar days of the execution of this Master Agreement, the execution of a 
Participating Addendum, or the Purchase Order’s effective date and prior to performing 
any work.  The insurance certificate shall provide the following information:  the name 
and address of the insured; name, address, telephone number and signature of the 
authorized agent; name of the insurance company; a description of coverage in detailed 
standard terminology (including policy period, policy number, limits of liability, 
exclusions and endorsements); and an acknowledgment of the requirement for notice of 
cancellation.  Copies of renewal certificates of all required insurance shall be furnished 
within thirty (30) days after any renewal date.  These certificates of insurance must 
expressly indicate compliance with each and every insurance requirement specified in 
this section. Failure to provide evidence of coverage may, at sole option of the Lead 
State, or any Participating Entity, result in this Master Agreement’s termination or the 
termination of any Participating Addendum. 
 
f. Coverage and limits shall not limit Contractor’s liability and obligations under this 
Master Agreement, any Participating Addendum, or any Purchase Order.  

17. Laws and Regulations: Any and all Services offered and furnished shall comply 
fully with all applicable Federal and State laws and regulations. 

18. No Waiver of Sovereign Immunity: In no event shall this Master Agreement, any 
Participating Addendum or any contract or any Purchase Order issued thereunder, or 
any act of a Lead State, a Participating Entity, or a Purchasing Entity be a waiver of any 
form of defense or immunity, whether sovereign immunity, governmental immunity, 
immunity based on the Eleventh Amendment to the Constitution of the United States or 
otherwise, from any claim or from the jurisdiction of any court.  

This section applies to a claim brought against the Participating State only to the extent 
Congress has appropriately abrogated the Participating State’s sovereign immunity and 



is not consent by the Participating State to be sued in federal court.  This section is also 
not a waiver by the Participating State of any form of immunity, including but not limited 
to sovereign immunity and immunity based on the Eleventh Amendment to the 
Constitution of the United States.  

19. Ordering  

a. Master Agreement order and purchase order numbers shall be clearly shown on all 
acknowledgments, shipping labels, packing slips, invoices, and on all correspondence.    

 
b. This Master Agreement permits Purchasing Entities to define project-specific 
requirements and informally compete the requirement among other firms having a 
Master Agreement on an “as needed” basis.  This procedure may also be used when 
requirements are aggregated or other firm commitments may be made to achieve 
reductions in pricing.  This procedure may be modified in Participating Addenda and 
adapted to Purchasing Entity rules and policies. The Purchasing Entity may in its sole 
discretion determine which firms should be solicited for a quote.  The Purchasing Entity 
may select the quote that it considers most advantageous, cost and other factors 
considered. 

 
c. Each Purchasing Entity will identify and utilize its own appropriate purchasing 
procedure and documentation. Contractor is expected to become familiar with the 
Purchasing Entities’ rules, policies, and procedures regarding the ordering of supplies 
and/or services contemplated by this Master Agreement.  

 
d. Contractor shall not begin providing Services without a Participating Addendum of the 
Purchasing Entity.  

 
e. Orders may be placed consistent with the terms of this Master Agreement during the 
term of the Master Agreement.  Contractor shall not unreasonably reject Orders.  

 
f. All Orders pursuant to this Master Agreement, at a minimum, shall include: 

 
(1) The services or supplies being delivered; 
(2) The place and requested time of delivery; 
(3)  A billing address; 
(4) The name, phone number, and address of the Purchasing Entity 
representative; 
(5) The price per unit or other pricing elements consistent with this Master 
Agreement and the contractor’s proposal; 
(6) A ceiling amount of the order for services being ordered; and  
(7) The Master Agreement identifier and the Participating State contract identifier. 

 
g. All communications concerning administration of Orders placed shall be furnished 
solely to the authorized purchasing agent within the Purchasing Entity’s purchasing 
office, or to such other individual identified in writing in the Order. 

 



h. Orders must be placed pursuant to this Master Agreement prior to the termination 
date of this Master Agreement. Contractor is reminded that financial obligations of 
Purchasing Entities payable after the current applicable fiscal year are contingent upon 
agency funds for that purpose being appropriated, budgeted, and otherwise made 
available. 

 
i. Notwithstanding the expiration or termination of this Master Agreement, Contractor 
agrees to perform in accordance with the terms of any Orders then outstanding at the 
time of such expiration or termination. Purchasing Entities shall not place and 
Contractor shall not honor any Orders placed after the expiration or termination of this 
Master Agreement. Orders from any separate indefinite quantity, task orders, or other 
form of indefinite delivery order arrangement priced against this Master Agreement may 
not be placed after the expiration or termination of this Master Agreement, 
notwithstanding the term of any such indefinite delivery order agreement. 

20. Participants and Scope  

a. Contractor may not deliver Services under this Master Agreement until a Participating 
Addendum acceptable to the Participating Entity and Contractor is executed.  The 
NASPO ValuePoint Master Agreement Terms and Conditions are applicable to any 
Order by a Participating Entity (and other Purchasing Entities covered by their 
Participating Addendum), except to the extent altered, modified, supplemented or 
amended by a Participating Addendum.  By way of illustration and not limitation, this 
authority may apply to unique delivery and invoicing requirements, confidentiality 
requirements, defaults on Orders, governing law and venue relating to Orders by a 
Participating Entity, indemnification, and insurance requirements.  Statutory or 
constitutional requirements relating to availability of funds may require specific language 
in some Participating Addenda in order to comply with applicable law.  The expectation 
is that these alterations, modifications, supplements, or amendments will be addressed 
in the Participating Addendum or, with the consent of the Purchasing Entity and 
Contractor, may be included in the ordering document (e.g. purchase order or contract) 
used by the Purchasing Entity to place the Order. 
 
b.  Subject to subsection 20c and a Participating Entity’s Participating Addendum, the 
use of specific NASPO ValuePoint cooperative Master Agreements by state agencies, 
political subdivisions and other Participating Entities (including cooperatives) authorized 
by individual state’s statutes to use state contracts is subject to the approval of the 
respective State Chief Procurement Official.   
 
c.  Unless otherwise stipulated in a Participating Entity’s Participating Addendum, 
specific services accessed through the NASPO ValuePoint cooperative Master 
Agreements for Cloud Services by state executive branch agencies, as required by a 
Participating Entity’s statutes, are subject to the authority and approval of the 
Participating Entity’s Chief Information Officer’s Office2. 

                                                           
2 Chief Information Officer means the individual designated by the Governor with Executive Branch, enterprise-
wide responsibility for the leadership and management of information technology resources of a state. 



 
d. Obligations under this Master Agreement are limited to those Participating Entities 
who have signed a Participating Addendum and Purchasing Entities within the scope of 
those Participating Addenda.  Financial obligations of Participating States are limited to 
the orders placed by the departments or other state agencies and institutions having 
available funds.  Participating States incur no financial obligations on behalf of political 
subdivisions.  

 
e. NASPO ValuePoint is not a party to the Master Agreement.  It is a nonprofit 
cooperative purchasing organization assisting states in administering the NASPO 
ValuePoint cooperative purchasing program for state government departments, 
institutions, agencies and political subdivisions (e.g., colleges, school districts, counties, 
cities, etc.) for all 50 states, the District of Columbia and the territories of the United 
States.   

 
f. Participating Addenda shall not be construed to amend the terms of this Master 
Agreement between the Lead State and Contractor.   

  
g. Participating Entities who are not states may under some circumstances sign their 
own Participating Addendum, subject to the approval of participation by the Chief 
Procurement Official of the state where the Participating Entity is located.  Coordinate 
requests for such participation through NASPO ValuePoint.  Any permission to 
participate through execution of a Participating Addendum is not a determination that 
procurement authority exists in the Participating Entity; they must ensure that they have 
the requisite procurement authority to execute a Participating Addendum.   
 
h. Resale. Subject to any explicit permission in a Participating Addendum, Purchasing 
Entities may not resell goods, software, or Services obtained under this Master 
Agreement.  This limitation does not prohibit: payments by employees of a Purchasing 
Entity as explicitly permitted under this agreement; sales of goods to the general public 
as surplus property; and fees associated with inventory transactions with other 
governmental or nonprofit entities under cooperative agreements and consistent with a 
Purchasing Entity’s laws and regulations. Any sale or transfer permitted by this 
subsection must be consistent with license rights granted for use of intellectual property. 

21. Payment: Unless otherwise stipulated in the Participating Addendum, Payment is 
normally made within 30 days following the date of a correct invoice is received.  
Purchasing Entities reserve the right to withhold payment of a portion (including all if 
applicable) of disputed amount of an invoice. After 45 days the Contractor may assess 
overdue account charges up to a maximum rate of one percent per month on the 
outstanding balance.  Payments will be remitted by mail. Payments may be made via a 
State or political subdivision “Purchasing Card” with no additional charge. 

22. Data Access Controls: Except for billing and legal information, Contractor will 
provide access to Purchasing Entity’s Data only to those Contractor employees, 
contractors and subcontractors (“Contractor Staff”) who need to access the Data to fulfill 
Contractor’s obligations under this Agreement.  Contractor shall not access a 



Purchasing Entity’s user accounts or Data, except on the course of data center 
operations, response to service or technical issues, as required by the express terms of 
this Master Agreement, or at a Purchasing Entity’s written request. 
 
Contractor will ensure that, prior to being granted access to the Data, Contractor Staff 
who perform work under this Agreement have successfully completed annual instruction 
of a nature sufficient to enable them to effectively comply with all Data protection 
provisions of this Agreement; and possess all qualifications appropriate to the nature of 
the employees’ duties and the sensitivity of the Data they will be handling. 
 
23. Operations Management: Contractor shall maintain the administrative, physical, 
technical, and procedural infrastructure associated with the provision of the Services in 
a manner that is, at all times during the term of this Master Agreement, at a level equal 
to or more stringent than those specified in Contractor’s response to the Solicitation.  

24. Public Information: This Master Agreement and all related documents with the 
exception of Contractor’s technical, pricing and/or other information that has been 
marked as confidential, are subject to disclosure pursuant to the Purchasing Entity’s 
public information laws.    

25. Purchasing Entity Data: Purchasing Entity retains full right and title to Data 
provided by it and any Data derived therefrom, including metadata. 
Contractor shall not collect, access, or use user-specific Purchasing Entity Data except 
as strictly necessary to provide Service to the Purchasing Entity.  No information 
regarding Purchasing Entity’s use of the Service may be disclosed, provided, rented or 
sold to any third party for any reason unless required by law or regulation or by an order 
of a court of competent jurisdiction. The obligation shall extend beyond the term of this 
Master Agreement in perpetuity. 
 
Contractor shall not use any information collected in connection with this Master 
Agreement, including Purchasing Entity Data, for any purpose other than fulfilling its 
obligations under this Master Agreement. 

26. Records Administration and Audit.   

a. The Contractor shall maintain books, records, documents, and other evidence 
pertaining to this Master Agreement and orders placed by Purchasing Entities under it 
to the extent and in such detail as shall adequately reflect performance and 
administration of payments and fees.  During the Term, and against reimbursement of 
Contractor’s expenses related thereto, Contractor shall permit the Lead State, a 
Participating Entity, a Purchasing Entity, the federal government (including its grant 
awarding entities and the U.S. Comptroller General), and any other duly authorized 
agent of a governmental agency, to audit, inspect, examine, copy and/or transcribe 
Contractor's books, documents, papers and records directly pertinent to this Master 
Agreement or orders placed by a Purchasing Entity under it for the purpose of making 
audits, examinations, excerpts, and transcriptions.  This right shall survive for a period 
of 2 years, unless a longer period is identified in the Participating States laws or rules, 
following termination of this Agreement or final payment for any order placed by a 



Purchasing Entity against this Agreement, whichever is later, to assure compliance with 
the terms hereof or to evaluate performance hereunder.    
 
b. Without limiting any other remedy available to any governmental entity under this 
Master Agreement, the Contractor shall reimburse the applicable Lead State, 
Participating Entity, or Purchasing Entity for any overpayments inconsistent with the 
terms of the Master Agreement or orders or underpayment of fees found as a result of 
the examination of the Contractor’s records. 
 
c. The rights and obligations herein exist in addition to any quality assurance obligation 
in the Master Agreement requiring the Contractor to self-audit contract obligations and 
that permits the Lead State to review compliance with those obligations.   

 
d. The Contractor shall allow the Purchasing Entity to audit conformance to the Master 
Agreement and applicable Participating Addendum terms. The purchasing entity may 
perform this audit or contract with a third party at its discretion and at the purchasing 
entity’s expense. 
 
27. Administrative Fees: The Contractor shall pay to NASPO ValuePoint, or its 
assignee, a NASPO ValuePoint Administrative Fee of one-quarter of one percent 
(0.25% or 0.0025) no later than 60 days following the end of each calendar quarter, 
subject to the receipt of an accurately issued invoice by NASPO ValuePoint. The 
NASPO ValuePoint Administrative Fee shall be submitted quarterly and is based on 
sales of the Services. The NASPO ValuePoint Administrative Fee is not negotiable. This 
fee is to be included as part of the pricing submitted with proposal. 
 
Additionally, some states may require an additional administrative fee be paid directly to 
the state on purchases made by Purchasing Entities within that state. For all such 
requests, the fee level, payment method and schedule for such reports and payments 
will be incorporated into the Participating Addendum that is made a part of the Master 
Agreement. The Contractor may adjust the Master Agreement pricing accordingly for 
purchases made by Purchasing Entities within the jurisdiction of the state. All such 
agreements shall not affect the NASPO ValuePoint Administrative Fee percentage or 
the prices paid by the Purchasing Entities outside the jurisdiction of the state requesting 
the additional fee. The NASPO ValuePoint Administrative Fee shall be based on the 
gross amount of all sales at the adjusted prices (if any) in Participating Addenda. 
 
28. System Failure or Damage: In the event of system failure or damage caused by 
Contractor or its Services, the Contractor agrees to use its commercially reasonable 
best efforts to restore or assist in restoring the system to operational capacity.  For 
clarity, the details set forth in the SLA apply. 
 
29. Title to Product: If access to the Product requires an application program interface 
(API), Contractor shall convey to Purchasing Entity a license to use the API during the 
Term.  
 



30. Data Privacy: The Contractor must comply with all applicable laws related to data 
privacy and security. Prior to entering into a SLA with a Purchasing Entity, the 
Contractor and Purchasing Entity must cooperate and hold a meeting to determine the 
Data Categorization to determine whether the Contractor will hold, store, or process 
High Risk Data, Moderate Risk Data and Low Risk Data.  
 
31. Warranty: At a minimum the Contractor must warrant the following: 
 
a. Contractor has acquired any and all rights, grants, assignments, conveyances, 
licenses, permissions, and authorization for the Contractor to provide the Services 
described in this Master Agreement. 
 
b. Contractor will perform materially as described in this Master Agreement, SLA, 
Statement of Work, including any performance representations contained in the 
Contractor’s response to the Solicitation by the Lead State. 
 
 
d. The Contractor will not unreasonably interfere with a Purchasing Entity’s access to 
and use of the Services it acquires from this Master Agreement. 
 
e. The Services provided by the Contractor are compatible with and will operate 
successfully with any environment (including web browser and operating system) 
specified by the Contractor in its response to the Solicitation by the Lead State. 
 
f. The Contractor warrants to the best of its knowledge that the Products it provides 
under this Master Agreement are free of malware at the time of delivery. The Contractor 
must use industry-leading technology to detect and remove worms, Trojans, rootkits, 
rogues, dialers, spyware, etc. 
 
g. NOTWITHSTANDING ANYTHING TO THE CONTRARY, THE SERVICES ARE 
PROVIDED ON AN “AS IS” AND “AS AVAILABLE” BASIS AND CONTRACTOR 
MAKES NO WARRANTIES, EXPRESS OR IMPLIED, AND SPECIFICALLY 
DISCLAIMS ANY WARRANTY OF MERCHANTABILITY AND FITNESS FOR A 
PARTICULAR PURPOSE AS TO THE SERVICES PROVIDED OR AS TO THE USE 
OF SUCH SERVICES IN CONJUNCTION WITH EQUIPMENT, PROGRAMS OR 
OTHER MATERIALS WHICH ARE NOT PROVIDED BY CONTRACTOR AND 
CONTRACTOR MAKES NO WARRANTIES, EXPRESS OR IMPLIED, AND 
SPECIFICALLY DISCLAIMS ANY WARRANTY OF MERCHANTABILITY AND 
FITNESS FOR A PARTICULAR PURPOSE AS TO THE SERVICES PROVIDED 
UNDER THE AGREEMENT OR AS TO THE USE OF SUCH SERVICES IN 
CONJUNCTION WITH EQUIPMENT, PROGRAMS OR OTHER MATERIALS WHICH 
ARE NOT PROVIDED BY CONTRACTOR.  IN ADDITION, CONTRACTOR DOES NOT 
WARRANT THAT THE SERVICES WILL BE UNINTERRUPTED OR ERROR FREE. 
 
32. Transition Assistance: 
 



a. The Contractor shall reasonably cooperate with other parties in connection with all 
Services to be delivered under this Master Agreement, including without limitation any 
successor service provider to whom a Purchasing Entity’s Data is transferred in 
connection with the termination or expiration of this Master Agreement. The Contractor 
shall assist a Purchasing Entity in exporting and extracting a Purchasing Entity’s Data, 
in a format usable without the use of the Services and as agreed by a Purchasing 
Entity. Any transition services requested by a Purchasing Entity involving additional 
knowledge transfer and support may be subject to a separate transition Statement of 
Work.   
 
b. A Purchasing Entity and the Contractor shall, when reasonable, create a Transition 
Plan Document identifying the transition services to be provided and including a 
Statement of Work if applicable.  
 
c. The Contractor must maintain the confidentiality and security of a Purchasing Entity’s 
Data during the transition services and thereafter as required by the Purchasing Entity. 
 
33. Waiver of Breach: Failure of the Lead State, Participating Entity, or Purchasing 
Entity to declare a default or enforce any rights and remedies shall not operate as a 
waiver under this Master Agreement or Participating Addendum.  Any waiver by the 
Lead State, Participating Entity, or Purchasing Entity must be in writing.  Waiver by the 
Lead State or Participating Entity of any default, right or remedy under this Master 
Agreement or Participating Addendum, or by Purchasing Entity with respect to any 
Purchase Order, or breach of any terms or requirements of this Master Agreement, a 
Participating Addendum, or Purchase Order shall not be construed or operate as a 
waiver of any subsequent default or breach of such term or requirement, or of any other 
term or requirement under this Master Agreement, Participating Addendum, or 
Purchase Order.   
 
34. Assignment of Antitrust Rights: Contractor irrevocably assigns to a Participating 
Entity who is a state any claim for relief or cause of action which the Contractor now has 
or which may accrue to the Contractor in the future by reason of any violation of state or 
federal antitrust laws (15 U.S.C. § 1-15 or a Participating Entity’s state antitrust 
provisions), as now in effect and as may be amended from time to time, in connection 
with any goods or services provided to the Contractor for the purpose of carrying out the 
Contractor's obligations under this Master Agreement or Participating Addendum, 
including, at a Participating Entity's option, the right to control any such litigation on such 
claim for relief or cause of action. 



35. Debarment: The Contractor certifies, to the best of its knowledge, that neither it nor 
its principals are presently debarred, suspended, proposed for debarment, declared 
ineligible, or voluntarily excluded from participation in this transaction (contract) by any 
governmental department or agency.  This certification represents a recurring 
certification made at the time any Order is placed under this Master Agreement.  If the 
Contractor cannot certify this statement, attach a written explanation for review by the 
Lead State. 

36. Performance and Payment Time Frames that Exceed Contract Duration: All 
maintenance or other agreements for services entered into during the duration of an 
SLA and whose performance and payment time frames extend beyond the duration of 
this Master Agreement shall remain in effect for performance and payment purposes 
(limited to the time frame and services established per each written agreement). No new 
leases, maintenance or other agreements for services may be executed after the 
Master Agreement has expired.  For the purposes of this section, renewals of 
maintenance, subscriptions, SaaS subscriptions and agreements, and other service 
agreements, shall not be considered as “new.” 

37. Governing Law and Venue    

a. The procurement, evaluation, and award of the Master Agreement shall be governed 
by and construed in accordance with the laws of the Lead State sponsoring and 
administering the procurement.  The construction and effect of the Master Agreement 
after award shall be governed by the law of the state serving as Lead State (in most 
cases also the Lead State).  The construction and effect of any Participating Addendum 
or Order against the Master Agreement shall be governed by and construed in 
accordance with the laws of the Participating Entity’s or Purchasing Entity’s State.   

 
b. Unless otherwise specified in the RFP, the venue for any protest, claim, dispute or 
action relating to the procurement, evaluation, and award is in the Lead State.  Venue 
for any claim, dispute or action concerning the terms of the Master Agreement shall be 
in the state serving as Lead State. Venue for any claim, dispute, or action concerning 
any Order placed against the Master Agreement or the effect of a Participating 
Addendum shall be in the Purchasing Entity’s State. 

 
c. If a claim is brought in a federal forum, then it must be brought and adjudicated solely 
and exclusively within the United States District Court for (in decreasing order of 
priority):  the Lead State for claims relating to the procurement, evaluation, award, or 
contract performance or administration if the Lead State is a party; the Participating 
State if a named party; the Participating Entity state if a named party; or the Purchasing 
Entity state if a named party.   
 
d. This section is also not a waiver by the Participating State of any form of immunity, 
including but not limited to sovereign immunity and immunity based on the Eleventh 
Amendment to the Constitution of the United States. 
 
38. No Guarantee of Service Volumes: The Contractor acknowledges and agrees that 
the Lead State and NASPO ValuePoint makes no representation, warranty or condition 



as to the nature, timing, quality, quantity or volume of business for the Services or any 
other products and services that the Contractor may realize from this Master 
Agreement, or the compensation that may be earned by the Contractor by offering the 
Services. The Contractor acknowledges and agrees that it has conducted its own due 
diligence prior to entering into this Master Agreement as to all the foregoing matters. 
 
39. NASPO ValuePoint eMarket Center: In July 2011, NASPO ValuePoint entered into 
a multi-year agreement with SciQuest, Inc. whereby SciQuest will provide certain 
electronic catalog hosting and management services to enable eligible NASPO 
ValuePoint’s customers to access a central online website to view and/or shop the 
goods and services available from existing NASPO ValuePoint Cooperative Contracts. 
The central online website is referred to as the NASPO ValuePoint eMarket Center. 
  
The Contractor will have visibility in the eMarket Center through Ordering Instructions. 
These Ordering Instructions are available at no cost to the Contractor and provided 
customers information regarding the Contractors website and ordering information. 
  
At a minimum, the Contractor agrees to the following timeline: NASPO ValuePoint 
eMarket Center Site Admin shall provide a written request to the Contractor to begin 
Ordering Instruction process. The Contractor shall have thirty (30) days from receipt of 
written request to work with NASPO ValuePoint to provide any unique information and 
ordering instructions that the Contractor would like the customer to have. 
 
40. Contract Provisions for Orders Utilizing Federal Funds: Pursuant to Appendix II 
to 2 Code of Federal Regulations (CFR) Part 200, Contract Provisions for Non-Federal 
Entity Contracts Under Federal Awards, Orders funded with federal funds may have 
additional contractual requirements or certifications that must be satisfied at the time the 
Order is placed or upon delivery.  These federal requirements may be proposed by 
Participating Entities in Participating Addenda and Purchasing Entities for incorporation 
in Orders placed under this master agreement. 
 
41. Government Support: No support, facility space, materials, special access, 
personnel or other obligations on behalf of the states or other Participating Entities, 
other than payment, are required under the Master Agreement. 
 
42. NASPO ValuePoint Summary and Detailed Usage Reports: In addition to other 
reports that may be required by this solicitation, the Contractor shall provide the 
following NASPO ValuePoint reports. 
 
a. Summary Sales Data.  The Contractor shall submit quarterly sales reports directly to 
NASPO ValuePoint using the NASPO ValuePoint Quarterly Sales/Administrative Fee 
Reporting Tool found at http://www.naspo.org/WNCPO/Calculator.aspx.  Any/all sales 
made under the contract shall be reported as cumulative totals by state.  Even if 
Contractor experiences zero sales during a calendar quarter, a report is still required. 
Reports shall be due no later than 30 day following the end of the calendar quarter (as 
specified in the reporting tool).   



 
b. Detailed Sales Data.  Contractor shall also report detailed sales data by: (1) state; (2) 
entity/customer type, e.g. local government, higher education, K12, non-profit; (3) 
Purchasing Entity name; (4) Purchasing Entity bill-to and ship-to locations; (4) 
Purchasing Entity and Contractor Purchase Order identifier/number(s); (5) Purchase 
Order Type (e.g. sales order, credit, return, upgrade, determined by industry practices); 
(6) Purchase Order date; (7) and line item description, including product number if used.  
The report shall be submitted in any form required by the solicitation.  Reports are due 
on a quarterly basis and must be received by the Lead State and NASPO ValuePoint 
Cooperative Development Team no later than thirty (30) days after the end of the 
reporting period.    Reports shall be delivered to the Lead State and to the NASPO 
ValuePoint Cooperative Development Team electronically through a designated portal, 
email, CD-Rom, flash drive or other method as determined by the Lead State and 
NASPO ValuePoint.   Detailed sales data reports shall include sales information for all 
sales under Participating Addenda executed under this Master Agreement. The format 
for the detailed sales data report is in shown in Attachment F. 
 
c. Reportable sales for the summary sales data report and detailed sales data report 
includes sales to employees for personal use where authorized by the solicitation and 
the Participating Addendum. Report data for employees should be limited to ONLY the 
state and entity they are participating under the authority of (state and agency, city, 
county, school district, etc.) and the amount of sales. No personal identification 
numbers, e.g. names, addresses, social security numbers or any other numerical 
identifier, may be submitted with any report. 
 
d. Contractor shall provide the NASPO ValuePoint Cooperative Development 
Coordinator with an executive summary each quarter that includes, at a minimum, a list 
of states with an active Participating Addendum, states that Contractor is in negotiations 
with and any PA roll out or implementation activities and issues. NASPO ValuePoint 
Cooperative Development Coordinator and Contractor will determine the format and 
content of the executive summary.  The executive summary is due 30 days after the 
conclusion of each calendar quarter. 
 
e. Timely submission of these reports is a material requirement of the Master 
Agreement. The recipient of the reports shall have exclusive ownership of the media 
containing the reports.  The Lead State and NASPO ValuePoint shall have a perpetual, 
irrevocable, non-exclusive, royalty free, transferable right to display, modify, copy, and 
otherwise use reports, data and information provided under this section. 
 
f. If requested by a Participating Entity, the Contractor must provide detailed sales data 
within the Participating State. 



43. Entire Agreement: This Master Agreement, along with any attachment, contains 
the entire understanding of the parties hereto with respect to the Master Agreement 
unless a term is modified in a Participating Addendum with a Participating Entity.  No 
click-through, or other end user terms and conditions or agreements required by the 
Contractor (“Additional Terms”) provided with any Services hereunder shall be binding 
on Participating Entities or Purchasing Entities, even if use of such Services requires an 
affirmative “acceptance” of those Additional Terms before access is permitted.  

 



Exhibit 1 to the Master Agreement: Software-as-a-Service 

1. Data Ownership: The Purchasing Entity will own all right, title and interest in its data that is related to 

the Services provided by this Master Agreement. The Contractor shall not access Purchasing Entity user 

accounts or Purchasing Entity data, except (1) in the course of data center or Service operations, (2) in 

response to service or technical issues, (3) as required by the express terms of this Master Agreement, 

Participating Addendum, SLA, and/or other contract documents, or (4) at the Purchasing Entity’s written 

request. 

Contractor shall not collect, access, or use user-specific Purchasing Entity Data except as strictly 

necessary to provide Service to the Purchasing Entity. No information regarding a Purchasing Entity’s 

use of the Service may be disclosed, provided, rented or sold to any third party for any reason unless 

required by law or regulation or by an order of a court of competent jurisdiction. This obligation shall 

survive and extend beyond the term of this Master Agreement. 

2. Data Protection: Protection of personal privacy and data shall be an integral part of the business 

activities of the Contractor to ensure there is no inappropriate or unauthorized use of Purchasing Entity 

information at any time. To this end, the Contractor shall safeguard the confidentiality, integrity and 

availability of Purchasing Entity information and comply with the following conditions: 

a. The Contractor shall implement and maintain appropriate administrative, technical and 

organizational security measures to safeguard against unauthorized access, disclosure or theft 

of Personal Data and Non-Public Data. Such security measures shall be in accordance with 

recognized industry practice and not less stringent than the measures the Contractor applies to 

its own Personal Data and Non-Public Data of similar kind. 

b. All data obtained by the Contractor in the performance of the Master Agreement shall 

become and remain the property of the Purchasing Entity. 

c. To the extent applicable and technically feasible, all Personal Data shall be encrypted with 

controlled access. Unless otherwise stipulated, the Purchasing Entity is responsible for initiating 

the encryption of the Personal Data. Any stipulation of responsibilities will identify specific roles 

and responsibilities and shall be included in the service level agreement (SLA), or otherwise 

made a part of the Master Agreement. 

d. The Purchasing Entity shall identify data it deems as Non-Public Data to the Contractor. The 

level of protection and encryption for all Non-Public Data shall be identified in the SLA. 

e. At no time shall any data or processes — that either belong to or are intended for the use of a 

Purchasing Entity or its officers, agents or employees — be copied, disclosed or retained by the 

Contractor or any party related to the Contractor for subsequent use in any transaction that 

does not include the Purchasing Entity. 

f. The Contractor shall not use any information collected in connection with the Services issued 

from this Master Agreement for any purpose other than fulfilling the Services. 



3. Data Location: The Contractor shall provide its services to the Purchasing Entity and its end users 

solely from data centers in the U.S. Storage of Purchasing Entity data shall be located solely in data 

centers in the U.S. The Contractor shall not allow its personnel or contractors to store Purchasing Entity 

data on portable devices, including personal computers, except for devices that are used and kept only 

at its U.S. data centers. The Contractor shall permit its personnel and contractors to access Purchasing 

Entity data remotely only as required to provide technical support. The Contractor may provide 

technical user support on a 24/7 basis using a Follow the Sun model, unless otherwise prohibited in a 

Participating Addendum. 

4. Security Incident or Data Breach Notification:  

a. Incident Response: Contractor may need to communicate with outside parties regarding a 

security incident, which may include contacting law enforcement, fielding media inquiries and 

seeking external expertise as mutually agreed upon, defined by law or contained in the contract. 

Discussing security incidents with the Purchasing Entity should be handled on an urgent as-

needed basis, as part of Contractor’s communication and mitigation processes as mutually 

agreed upon, defined by law or contained in the Master Agreement.  

b. Security Incident Reporting Requirements: The Contractor shall report a security incident to 

the Purchasing Entity identified contact immediately as soon as possible or promptly without 

out reasonable delay, or as defined in the SLA.  

c. Breach Reporting Requirements: If the Contractor has actual knowledge of a confirmed data 

breach that affects the security of any purchasing entity’s content that is subject to applicable 

data breach notification law, the Contractor shall (1) as soon as possible or promptly without 

out reasonable delay notify the Purchasing Entity, unless shorter time is required by applicable 

law, and (2) take commercially reasonable measures to address the data breach in a timely 

manner. 

5. Personal Data Breach Responsibilities: This section only applies when a Data Breach occurs with 

respect to Personal Data within the possession or control of the Contractor.  

a. The Contractor, unless stipulated otherwise, shall immediately notify the appropriate 

Purchasing Entity identified contact by telephone in accordance with the agreed upon security 

plan or security procedures if it reasonably believes there has been a security incident.  

b. The Contractor, unless stipulated otherwise, shall promptly notify the appropriate Purchasing 

Entity identified contact within 24 hours or sooner by telephone, unless shorter time is required 

by applicable law, if it has confirmed that there is, or reasonably believes that there has been a 

Data Breach. The Contractor shall (1) cooperate with the Purchasing Entity as reasonably 

requested by the Purchasing Entity to investigate and resolve the Data Breach, (2) promptly 

implement necessary remedial measures, if necessary, and (3) document responsive actions 

taken related to the Data Breach, including any post-incident review of events and actions taken 

to make changes in business practices in providing the services, if necessary.  



c. Unless otherwise stipulated, if a data breach is a direct result of Contractor’s breach of its 

contractual obligation to protect personal data or otherwise prevent its release in its sphere of 

responsibility, the Contractor shall bear the costs associated with (1) the investigation and 

resolution of the data breach; (2) notifications to individuals, regulators or others required by 

federal and state laws or as otherwise agreed to; (3) a credit monitoring service required by 

state (or federal) law or as otherwise agreed to; (4) a website or a toll-free number and call 

center for affected individuals required by federal and state laws — all not to exceed the 

average per record per person cost calculated for data breaches in the United States (currently 

$217 per record/person) in the most recent Cost of Data Breach Study: Global Analysis 

published by the Ponemon Institute at the time of the data breach; and (5) complete all 

corrective actions as reasonably determined by Contractor based on root cause. 

6. Notification of Legal Requests: The Contractor shall contact the Purchasing Entity upon receipt of any 

electronic discovery, litigation holds, discovery searches and expert testimonies related to the 

Purchasing Entity’s data under the Master Agreement, or which in any way might reasonably require 

access to the data of the Purchasing Entity. The Contractor shall not respond to subpoenas, service of 

process and other legal requests related to the Purchasing Entity without first notifying and obtaining 

the approval of the Purchasing Entity, unless prohibited by law from providing such notice. 

7. Termination and Suspension of Service: 

a. In the event of a termination of the Master Agreement or applicable Participating Addendum, 

the Contractor shall implement an orderly return of purchasing entity’s data in a CSV or another 

mutually agreeable format at a time agreed to by the parties or allow the Purchasing Entity to 

extract its data and the subsequent secure disposal of purchasing entity’s data, if applicable.  

b. During any period of service suspension, the Contractor shall not take any action to 

intentionally erase or otherwise dispose of any of the Purchasing Entity’s data.  

c. In the event of termination of any services or agreement in entirety, the Contractor shall not 

take any action to intentionally erase purchasing entity’s data for a period of:  

• 10 days after the effective date of termination, if the termination is in accordance with 

the contract period  

• 30 days after the effective date of termination, if the termination is for convenience  

  • 60 days after the effective date of termination, if the termination is for cause  

After such period, the Contractor shall have no obligation to maintain or provide any purchasing 

entity’s data and shall thereafter, unless legally prohibited, delete all purchasing entity’s data in 

its systems or otherwise in its possession or under its control.  

 



d. The purchasing entity shall be entitled to any post termination assistance generally made 

available with respect to the services, unless a unique data retrieval arrangement has been 

established as part of an SLA.  

e. Upon termination of the Services or the Agreement in its entirety, Contractor shall securely 

dispose of all Purchasing Entity’s data in all of its forms, such as disk, CD/ DVD, backup tape and 

paper, unless stipulated otherwise by the Purchasing Entity. Data shall be permanently deleted 

and shall not be recoverable, according to National Institute of Standards and Technology 

(NIST)-approved methods. Certificates of destruction shall be provided to the Purchasing Entity. 

8. Background Checks: Upon the request of the Purchasing Entity, the Contractor shall conduct criminal 

background checks and not utilize any staff, including subcontractors, to fulfill the obligations of the 

Master Agreement who have been convicted of any crime of dishonesty, including but not limited to 

criminal fraud, or otherwise convicted of any felony or misdemeanor offense for which incarceration for 

up to 1 year is an authorized penalty. The Contractor shall promote and maintain an awareness of the 

importance of securing the Purchasing Entity’s information among the Contractor’s employees and 

agents. If any of the stated personnel providing services under a Participating Addendum is not 

acceptable to the Purchasing Entity in its sole opinion as a result of the background or criminal history 

investigation, the Purchasing Entity, in its’ sole option shall have the right to either (1) request 

immediate replacement of the person, or (2) immediately terminate the Participating Addendum and 

any related service agreement. 

9. Access to Security Logs and Reports: The Contractor shall provide reports via its web-based 

Enterprise Administration Portal.  

10. Contract Audit: The Contractor shall allow the Purchasing Entity to audit conformance to the Master 

Agreement terms. The Purchasing Entity may perform this audit or contract with a third party at its 

discretion and at the Purchasing Entity’s expense. 

11. Data Center Audit: The Contractor shall perform an independent audit of its data centers at least 

annually at its expense, and provide an unredacted version of the audit report upon request to a 

Purchasing Entity. The Contractor may remove its proprietary information from the unredacted version. 

A Service Organization Control (SOC) 2 audit report or approved equivalent sets the minimum level of a 

third-party audit. 

12. Change Control and Advance Notice: The Contractor shall give a minimum forty eight (48) hour 

advance notice (or as determined by a Purchasing Entity and included in the SLA) to the Purchasing 

Entity of any relevant major updates and upgrades (e.g., major upgrades, minor upgrades, system 

changes) that may impact service availability and performance. A major upgrade is a replacement of 

hardware, software or firmware with a newer or better version in order to bring the system up to date 

or to improve its characteristics. It usually includes a new version number. 

Contractor will make updates and upgrades available to Purchasing Entity at no additional costs when 

Contractor makes such updates and upgrades generally available to its users. 



No update, upgrade or other charge to the Service may decrease the Service’s functionality, adversely 

affect Purchasing Entity’s use of or access to the Service, or increase the cost of the Service to the 

Purchasing Entity. 

13. Security: As requested by a Purchasing Entity, the Contractor shall disclose its non-proprietary 

system security plans (SSP) or security processes and technical limitations to the Purchasing Entity such 

that adequate protection and flexibility can be attained between the Purchasing Entity and the 

Contractor. For example: virus checking and port sniffing — the Purchasing Entity and the Contractor 

shall understand each other’s roles and responsibilities. 

14. Non-disclosure and Separation of Duties: The Contractor shall enforce separation of job duties, 

require commercially reasonable non-disclosure agreements, and limit staff knowledge of Purchasing 

Entity data to that which is absolutely necessary to perform job duties. 

15. Import and Export of Data: RESERVED 

16. Responsibilities and Uptime Guarantee: The Contractor shall be responsible for the acquisition and 

operation of all hardware, software and network support related to the Contractor System that will be 

set up as an interface to Purchasing Entity’s data communication system and operate such Contractor 

System separately and independently of the Purchasing Entity.  The Contractor System is defined as 

those parts of the data communication system and the IT and telecommunication infrastructure which 

(i) are owned by Contractor, (ii) are necessary for performing the Services, and (iii) can directly be 

accessed and controlled by Contractor without involving any (sub-contracting) third party service 

provider.  Therefore, the internet and internet-switch-components operated by the respective internet-

service providers are not part of the Contractor System, since they are neither owned nor controlled by 

Contractor.  The non-binding target timeline for the Service provisioning release date shall be mutually 

agreed upon.  During the Term of the Agreement, the Purchasing Entity shall provide and make 

available, or cause third parties to provide and make available, in working order and on time, the 

technical infrastructure, all hard and software devices and the communication connections (other than 

the Contractor System) required for Service provisioning and for the Services to be performed.  The 

technical and professional activities required for establishing, managing and maintaining the Contractor 

System are the responsibilities of the Contractor. The Contractor System shall be available 24/7/365 

(with agreed-upon maintenance or emergency downtime), and provide service to customers as defined 

in the SLA. 

17. Subcontractor Disclosure: Contractor shall identify all of its strategic business partners related to 

services provided under this Master Agreement, upon request.  Affiliates and subsidiaries of Contractor, 

third party Internet service providers or hosting/housing providers providing the circuits and carrier 

services for the Contractor shall not be deemed subcontractors under this Master Agreement. 

18. Right to Remove Individuals: The Purchasing Entity shall have the right at any time to require that 

the Contractor remove from interaction with Purchasing Entity any Contractor representative who the 

Purchasing Entity believes is detrimental to its working relationship with the Contractor. The Purchasing 

Entity shall provide the Contractor with notice of its determination, and the reasons it requests the 



removal. If the Purchasing Entity signifies that a potential security violation exists with respect to the 

request, the Contractor shall immediately remove such individual. The Contractor shall not assign the 

person to any aspect of the Master Agreement or future work orders without the Purchasing Entity’s 

consent. 

19. Business Continuity and Disaster Recovery: The Contractor shall provide a business continuity and 

disaster recovery plan upon request. 

20. Encryption of Data at Rest: Not applicable / intentionally deleted. 

21. Subscription Terms: Contractor grants to a Purchasing Entity a license to: (i) access and use the 

Service for its business purposes; (ii) for SaaS, use underlying software as embodied or used in the 

Service; and (iii) view, copy, upload and download (where applicable), and use Contractor’s 

documentation. 

No Contractor terms, including standard click through license or website terms or use of privacy policy, 

shall apply to Purchasing Entities unless such terms are included in this Master Agreement. 



Attachment B – Identification of Service Models Matrix 

Offerors must complete the following form to identify the service models your firm offers under this RFP. You may provide a list of the different 
SaaS, IaaS, and/or PaaS services that you offer, including the Categorization of Risk that you have the ability to store and secure.  This document 
is to provide purchasing entities and eligible users a quick snap shot of the cloud solutions your firm provides. 

Service Model: Low Risk Data Moderate Risk Data High Risk Data Deployment Models Offered: 
 Saas Yes Yes Yes Private Cloud 
IaaS 
PaaS 



As per attachment D, Retarus provides a SaaS solution, deployed through a Private Cloud environment. 

As defined above in previous sections, Retarus meets the requirements of the five essential 

characteristics of cloud based solutions: on-demand self-service, broad network access, resource 

pooling, rapid elasticity, and measured service. Retarus’ SaaS service enabled clients to benefit from a 

cloud environment, without needing to manage any related servers, networks, operations, for fax 

related communication. Retarus’ Global Fax platform is accessible through defined end points, such as 

desktops, e-mail clients, CRM/ERP systems, which the client’s manage. When faxing, messages are 

transmitted to the Retarus infrastructure via a defined interface and Retarus ensures successful 

completion of delivery/reception. In this way, the client does not manage or control any of the 

underlying cloud infrastructure related to faxing. Example of the platform and short descriptions of 

products are below to provide additional information on what is managed by client and what is 

provided by Retarus.   

 

 

 

 

 

 

Figure: Retarus’ global fax platform, including sender vs Retarus breakdown of operations 

Retarus Mail2Fax: Client sends faxes from any email system. Our customers send faxes from any e-

mail client via the Retarus Faxolution infrastructure- without having to operate their own fax server. 

Users require almost no training and can immediately send faxes from their workspace.  

 

Retarus Fax-to-email: Receive faxes directly to a desktop or applications. It is the solution for digital 

fax receipt with almost unlimited receipt capacity, maximum availability, and ready implementation. 

Inbound faxes are directly forwarded in either TIFF or PDF format to the selected mailboxes. They can 

either be archived or integrated into existing workflows without subsequently having to be digitalized. 

Lost faxes, paper jams or aborted transmissions due to multiple unsuccessful dialing attempts are all 

relics of the past.  



 

Retarus Faxolution for Applications: Send and receive faxes directly from any business application. 

This service integrates with any business applications such as CRM, ERP or legacy to send critical 

messaging documents. With Retarus users can send and receive business documents and customer 

information directly from any business application.   

 

 

 

Additional information on Retarus is provided in form of PowerPoint presentation for easy 

consumption. 

Furthermore, Retarus provides its services exclusively through a private cloud environment. This 

environment is provisioned exclusively by businesses, and is not open to the general public. All 

elements of the cloud are maintained, owned, and operated exclusively by Retarus off premise. Per 

the definitions provided in Attachment D, Retarus does NOT provide any on-premise infrastructure, 

eliminating Hybrid Cloud. Retarus’ services are business only, and are not open or for use by the 

general public, eliminating Public Cloud. Finally, Retarus’ services are not exclusively used by a specific 

community of consumers from organizations with shared concerns. Retarus’ customers include those 

from all different types of industries – manufacturing, to healthcare, to finance, to local government – 

with all different types of applications and many different and diverse compliance, policy 

considerations and requirements. Thus, the only applicable cloud service would be Private Cloud.    

 

https://www.retarus.com/us/services/fax/ 

 

https://www.retarus.com/us/services/fax/


Attachment C – Cost Schedule 
_________________________________________________________________________________________________ 

Solicitation Number CH16012 
NASPO ValuePoint Cloud Solutions RFP 

Cloud Solutions By Category. Specify Discount Percent % Offered for products in 
each category. Highest discount will apply for products referenced in detail listings for 
multiple categories. Provide a detailed product offering for each category. 

Software as a Service Discount % __58*____ 

Infrastructure as a Service Discount %   N/A 

Platform as a Services Discount %   N/A 

Value Added Services Discount %___10____ 

--------------------------------------------------------------------------------------------------------------------------  

Additional Value Added Services: 

Maintenance Services 
Onsite Hourly Rate $ 180 
Remote Hourly Rate $ 157 

Professional Services 

 Deployment Services Onsite Hourly Rate $ 180 
Remote Hourly Rate $ 157 

 Consulting/Advisory Services Onsite Hourly Rate  $ 180 
Remote Hourly Rate $ 157 

 Architectural Design Services Onsite Hourly Rate  $ 180 
Remote Hourly Rate $ 157 

 Statement of Work Services Onsite Hourly Rate      $ Included 
Remote Hourly Rate    $ Included 

Partner Services Onsite Hourly Rate  $ 180 
Remote Hourly Rate $ 157 

Training Deployment Services  Onsite Hourly Rate $ 180 
Remote Hourly Rate $ 157 

* Discount percent reflected in Attachment G for SaaS are for per fax page (inbound/outbound) pricing

only. Other levels of discounts exist for other aspects of the service and are reflected in price schedule.



 
ATTACHMENT D 

 

 

 

REDACTED VERSION: RETARUS 
INC. RESPONSE TO CH16012: 

CLOUD SOLUTIONS – REQUEST 
FOR PROPOSALS 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
Tim Armstrong 

RETARUS INC  | 201 Route 17 N, Rutherford NJ 07070 
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Section Title: RFP Signature Page. 

 
5.1 (M) Signature Page 

Proposals must be submitted with a vendor information form, located on Bidsync as an 
attachment to the RFP, which must contain an ORIGINAL HANDWRITTEN signature executed in 
INK OR AN ELECTRONIC SIGNATURE, and be returned with the Offeror’s proposal. 

 
 

Retarus Response (RR): Vendor Information form is submitted with an electronic signature. 
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Section Title: Executive Summary. 

5.2 (M) Cover Letter 
Proposals must include a cover letter on official letterhead of the Offeror. The cover letter must 
identify the RFP Title and number, and must be signed by an individual authorized to commit 
the Offeror to the work proposed.  In addition, the cover letter must include: 
5.2.1 A statement indicating the Offeror’s understanding that they may be required to 

negotiate additional terms and conditions, including additional administrative fees, 
with Participating Entities when executing a Participating Addendum. 

5.2.2 A statement naming the firms and/or staff responsible for writing the proposal. 
5.2.3 A statement that Offeror is not currently suspended, debarred or otherwise excluded 

from federal or state procurement and non-procurement programs. 
5.2.4 A statement acknowledging that a 0.25% NASPO ValuePoint Administrative Fee and any 

Participating Entity Administrative fee will apply to total sales for the Master 
Agreement(s) awarded from the RFP. 

5.2.5 A statement identifying the service model(s) (SaaS, IaaS, and/or PaaS) and deployment 
model(s) that it is capable of providing under the terms of the RFP. See Attachment C 
for a determination of each service model subcategory. The services models, 
deployment models and risk categories can be found in the Scope of Services, 
Attachment D. Note: Multiple service and/or deployment model selection is permitted, 
and at least one service model must be identified. See Attachment H. 

5.2.6 A statement identifying the data risk categories that the Offeror is capable of storing 
and securing. See Attachment D and Attachment H. 

 

Retarus Response: Retarus has included the cover letter as an attachment, signed by Stefan Rath, CEO 

and President of Retarus Inc. 
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Section Title: Mandatory Minimums: 
5         MANDATORY MINIMUM REQUIREMENTS 

If applicable to an Offeror’s Solution, an Offeror must provide a point by point responses to 
each mandatory minimum requirement. If a mandatory minimum requirement is not 
applicable to an Offeror’s Solution then the Offeror must explain why the mandatory 
minimum requirement is not applicable. 
If an Offeror’s proposal contains more than one Solution (i.e., SaaS and PaaS) then the Offeror 
must provide a response for each Solution. However, Offerors do not need to submit a 
proposal for each Solution. 

5.3 (M) Acknowledgement of Amendments 
If the RFP is amended, the Offeror must acknowledge each amendment with a signature on the 
acknowledgement form provided with each amendment. Failure to return a signed copy of each 
amendment acknowledgement form with the proposal may result in the proposal being found 
non-responsive. 

 
 

Retarus Response: Retarus has included as an attachment the acknowledgment of amendments. 
 
 

 

5.4 (M) Executive Summary 
Offerors must provide an Executive Summary of its proposal. An Executive Summary should 
highlight the major features of an Offeror’s proposal. Briefly describe the proposal in no more 
than three (3) pages. The evaluation committee should be able to determine the essence of the 
proposal by reading the Executive Summary. Any requirements that cannot be met by the 
Offeror must be included. 

 

Retarus Response: 

Retarus Overview: 

Retarus is a GSA certified global provider of critical cloud-based messaging; including cloud fax for 

desktops, applications, and broadcast messaging. For over 20 years, Retarus has provided organizations 

worldwide with greater reliability, security, flexibility and innovation when it comes to communication 

services. Founded in 1992, today Retarus employs over 300 people globally. Retarus maintains dual 

headquarters in New York and Munich, Germany as well as subsidiaries in Austria, Australia, Dubai, France, 

Italy, Singapore, Spain, Switzerland, Spain and United Kingdom. The experience and expertise of our sales, 

support, and technical staff are the foundation of our success. 

Our solutions, products and services are used by over 3,500 companies worldwide of all sizes and in various 

industries. State of Arkansas, Honda, B/S/H, Sony, Allianz, and many other renowned companies and 

governmental organizations around the world depend on Retarus every day for their business critical 

communication needs. Many leading IT hosting companies such as Fujitsu, IBM, and HP outsource their 

fax, SMS and e-mail needs of their clients to Retarus.  In its 2010 report, Gartner Inc. named Retarus as 

"Cool Vendor in Imaging and Print Services" for its Retarus Faxolution for Exchange Cloud Fax Service. In  
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Gartner’s “Hype Cycle Report for Imaging and Print Services, 2016”, Retarus has been listed as a “Sample 

Vendor” for Enterprise cloud fax services. 

Our enterprise-class critical messaging portfolio provides agencies with the tools to collaborate and 

communicate at a lower cost and with a higher level of transparency. Retarus helps organizations reduce 

complex IT infrastructure, lower costs, and provide a higher level of service for internal and external 

communications. From consulting, development, implementation, and operation, Retarus’ focus is 

always on maximizing security, reliability and availability as well as providing world-class service and 

support. 

Retarus Offering: 

Within the scope of this Request for Proposal, Retarus is putting forward our cloud faxing services for 
Enterprises. This fax service is recognized by Gartner, is one of the leading products in the market by 
markets share and growth, and is utilized around the country by thousands of enterprise and 
governmental organizations. 

 

Retarus’ solutions are fully NIST compliant Cloud solution, and meet the standard characteristics of 
cloud computing. Retarus “Faxing as a Service” is SaaS based, as the client has no management or 
control of the underlying cloud infrastructure. Inherent with the service, Retarus provides a measured 
service, scalability/elasticity, on-demand service, broad connectivity, and a multi-tenant model all of 
which meet the essential characteristics of a cloud solution. 

 
Deployed in a Private cloud environment, Retarus processes faxing for enterprises in healthcare and 
finance, all of which contains “High Risk” data. As so, Retarus’ infrastructure is designed to support all 
types of data risk, from low risk to high risk. Granular processes, data security safeguards and 
redundancies have been put in place, and are constantly monitored, to ensure the highest level of fax 
communication and data security available. 

 

Retarus as a Qualified Partner: 

Retarus is a financially stable and can be a successful long term partner for NASPO and all Participating 

entities. Retarus is committed to provide cloud services that continuously improves and extends its 

solution portfolio, delivers enterprise scale and quality service at a competitive price, and has an expert 

team of IT architects to assure seamless implementation. With nearly $50 Million USD in annual revenue, 

Retarus qualifies for D&B Credit Rating of at least 3A and is recognized as 182 “Very Good Rating” from 

Creditreform. 

Retarus Data Security: 
 

Retarus operates according to ISAE 3402 principles and leverages these standards to ensure 
transparency, compliance to standards such as PCI, HIPAA, SOX, data security and privacy, and threat 
protection for both inside and outside threats. To provide assurances on our cloud-based services, 
Retarus works in cooperation with KPMG to audit our ISAE 3402 processes and has implemented the 
framework for security and operations. 

 

The ISAE 3402 standard provides assurance to clients that the service organization has an appropriate 

and working risk control system in place, specifically addressing the needs of publicly listed companies, 
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global clients and in particular financial institutions and insurance enterprises that decide to outsource 

central business processes. 

Scope of Retarus ISAE 3402: 

• Physical Security 

• Network and Security 

• User & Access Management 

• Customer Service Setup 

• Service Desk 

• Request Fulfillment 

• Change Management 

• Incident Management 

 
These processes are supported by and cross-linked with other vital and central processes like 

Information Security Management, Business Continuity, Disaster Recovery, Financial Controls, 

Governance, Risk Management, Asset Management and Training / Awareness covering altogether the 

central disciplines of ISO 2700x, but better adapted to Services as provided by Retarus. 

Retarus utilizes encryption technology to ensure data security while in transport or at rest. Retarus 

makes a strict distinction between document content and the meta-data or transmission history 

associated with a fax transmission. Retarus follows a standard of “Deliver and Delete” to meet 

compliance obligations, but the Call Detail Record (CDR) / meta-data is preserved for tracking 

obligations. In the event data is archived, data is always encrypted at-rest, regardless of how long it is 

stored via our data centers. These protection levels prevent unauthorized parties - such as state  

 authorities or secret services – from accessing stored data, even when utilizing software such as PRISM  

 or Tempora.  

Retarus Performance: 

Retarus guarantees reliability and uptime greater than 99.5%, and has maintained uptime of over 99.9% 

historically to reliably support our customer’s ongoing business operations. To do so, Retarus provides a 

flexible SLA which governs the system and operating parameters which must be met, and will provide 

resources to ensure the management of contracts and SLAs for all purchasing entities. SLAs are integrated 

into the Retarus “Follow the Sun” support model, and provides detailed monitoring on historical SLA 

metrics. 

Retarus maintains two geographically separate datacenters in the United States, in Ashburn, VA and 

Chicago, IL. Retarus provides redundancy within in each data center in the form of a load balanced and 

clustered system, capable of handling the entire system load in the event of a failure on one or more 

processes. These systems are also redundant across two datacenters domestically such that each 

datacenter is capable of processing fax messages in the event that an entire datacenter is no longer 

functional.        Datacenter capacity  is maintained at  an average of 30% of total throughput  to allow for  

 failover processing, including additional peaks in customer traffic.  

All aspects of the datacenter hardware from processing, rendering, reporting and delivery are replicated 

to ensure consistent processing in the event of a hardware failure. Due to the clustered nature of the 
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environment, Retarus has no scheduled maintenance windows where the service is not accessible. All 

datacenters contain UPS power, generator backup, multi-contracted vendors for both power and diesel 

and are SSAE 16 SOC1 certified for availability and security. 

Retarus datacenters are connected via internal network and SONUS telco infrastructure, which allows for 

failover in milliseconds if call cannot be terminated to original destination datacenter. All processes and 

hardware are redundant and data is mirrored across both datacenters. The network is monitored 24X7 

for security, availability and processing throughput to ensure access to the services provided. Retarus 

spends considerable time and resources every year implementing new features that increase our 

customer's productivity, including OCR integration, Real-Time reporting and Native Integration for many 

of the standard business applications. Because we are a managed service, our solution can be enabled 

without any hardware or software which reduces cycle time and operational costs to plan, 

implementation and support. 

 
Specific Benefits for Purchasing Entities: 

 Managed SaaS service that provides unmatched uptime (99.99% Historical Average) for faxing services 

 Retarus has received extensive recognition for its disaster recovery and redundancy capabilities.  No  

 other  service  provider  offers  seven-redundant  data centers  which  are  redundant  to themselves  

 insuring that all processes will not be affected by a large national outage and will remain operational  

 receiving all of its communication without incident. Data processing is able to be restricted to two US 

data centers for compliance purposes 

 Our managed service offerings will protect purchased entities and eliminate all future hardware and 

software obsolescence by providing a “Best in Class” managed service platform which is regularly 

enhanced for our client’s improved messaging experience 

 Our managed service technology will replace the need of, or augment, current fax messaging vendors 

and partners with a centralized uniform enterprise wide system providing reliable and consistent 

service and reporting for the entire organization 

 Create significant cost savings when migrating to a cloud service (80+% average ROI vs analog fax lines, 

50% average ROI vs fax servers) 

 Our managed service offering provide State of the Art User Interfaces, Traffic Gateways, Scalable 

Capacity, and Customer Service that is unmatched by anyone in the industry. 

 Retarus will provide rapid error reporting and extensive management reporting to allow purchasing 

entities to effectively operate its organization and process orders correctly. 

 

 

5.5 (M) GENERAL REQUIREMENTS 
5.5.1 Offeror must agree that if awarded a contract it will provide a Usage Report 

Administrator responsible for the quarterly sales reporting described the Master 
Agreement Terms and Conditions, and if applicable Participating Addendums. 

 
Retarus Response: Yes, Retarus agrees that if awarded a contract it will provide a Usage Report 
Administrator responsible for the quarterly sales reporting described the Master Agreement Terms and 
Conditions, and, if applicable, Participating Addendums. 
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5.5.2 Offeror must provide a statement that it agrees to cooperate with NASPO ValuePoint 
and SciQuest (and any authorized agent or successor entity to SciQuest) with uploading 
an Offeror’s ordering instructions, if awarded a contract. 

 

Retarus Response: Yes, Retarus agrees to cooperate with NASPO ValuePoint and SciQuest (and any 
authorized agent or successor entity to SciQuest) with uploading an Offeror’s ordering instructions, if 
awarded a contract. 

 
5.5.3 Offeror must at a minimum complete, provide, and maintain a completed CSA STAR 

Registry Self-Assessment1. Offeror must either submit a completed The Consensus 
Assessments Initiative Questionnaire (CAIQ), Exhibit 1 to Attachment B, or submit a 
report documenting compliance with Cloud Controls Matrix (CCM), Exhibit 2 to 
Attachment B. Offeror must also represent and warrant the accuracy and currency of 
the information on the completed. Offerors are encouraged to complete and submit 
both exhibits to Attachment B. 

 
Retarus Response: Yes, Retarus has attached a completed (and will maintain) CSA STAR Registry Self- 
Assessment. Retarus has submitted both the completed CAIQ document as well as the CCM document. It 
should be noted that the CCM had no previously defined section for Retarus’ response, so additional 
column has been added. Furthermore, Retarus has completed the CSA Self-Assessment, the link to self- 
assessment is as follows: https://cloudsecurityalliance.org/star-registrant/retarus/ . Retarus represents 
and stands behind the accuracy and information presented. 

 

5.5.4 Offeror, as part of its proposal, must provide a sample of its Service Level Agreement2, 
which should define the performance and other operating parameters within which the 
infrastructure must operate to meet IT System and Purchasing Entity’s requirements. 

 
RETARUS RESPONSE: Retarus, as part of its proposal, has attached a sample of its Service Level Agreement, 
which defines the performance and other operating parameters within which the infrastructure must 
operate to meet IT System and Purchasing Entity’s requirements. As defined and required, the standard 
uptime required is 99.5%. 

 

5.7 RECERTIFICATION OF MANDATORY MINIMUMS AND  TECHNICAL SPECIFICATIONS 
Offeror must acknowledge that if it is awarded a contract under the RFP that it will annually certify to 

the Lead State that it still meets or exceeds the technical capabilities discussed in its proposal. 
 
 
 
 

 

1 CSA STAR Self-Assessment documents the security controls provided by an Offeror’s offerings, thereby helping 
Purchasing Entities assess the security of an Offeror, if awarded a Master Agreement, they currently use or are 
considering using. 
2 SLAs can vary depending on the cloud service being procured as well as the individual ordering activity, and the 
Lead State does not expect to require a single SLA to all cloud solutions being proposed under the RFP. 
Additionally, by submitting a sample the Lead State does not agree to its terms and you understand that a 
Purchasing Entity may revise the SLA to conform to the requirements of its laws. 
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RETARUS RESPONSE: As per the information discussed and agreed to in this RFP, Retarus agrees and 

certifies that it will annually certify and attest to minimally meeting or exceeding the technical 

capabilities and standards referenced. 

These include technical capabilities as well as additional practices, processes, standards, such as billing 

and pricing practices, data security and compliance requirements, and contract and reporting resources. 

Retarus will appoint and charge an employee to ensure that all contractual obligations of this RFP are 

met and exceeded. Retarus will make this employee available regularly to meet with individual 

Purchasing States to review previous year’s capabilities, results and standards as well as working 

together to identify shifting requirements, standards and capabilities needed to meet developing 

landscapes. 
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Section Title: Business Profile: 
6 BUSINESS INFORMATION 

6.1 (M)(E) Business Profile 
Provide a profile of your business including: year started, organizational structure, client base 
(including any focus by region, market sector, etc.), growth over the last three (3) years, number 
of employees, employee retention rates (specific for employees that may be associated with the 
services related to the RFP) over the last two (2) years, etc. Businesses must demonstrate a 
minimum of three (3) years of experience providing cloud solutions for large scale projects, 
including government experience, to be eligible for award. 

 
RETARUS RESPONSE: Below is an overview of Retarus, including all information requested above – year 
started, organizational structure, client base, growth, employees, and retention rates. Retarus has been 
providing enterprise messaging services since 1992, and has over twenty years’ experience in providing 
cloud solutions for large scale projects. Example customers include: State of Arkansas, Allianz, B/S/H, 
Santander, and more enterprises around the world. 

 
Retarus at a Glance: 
- Core Services Proposed in this RFP: Cloud Faxing Services (Desktop, Application, Broadcast, and more) 
- Number of Years in Business: 24 (since 1992) 
- Number of Years providing Core Services: 23 (since 1993) 
- Number of Years providing Services in North America: 7 (since 2009) 

- Type of Organization: Retarus Inc. is a corporation, and is incorporated in Delaware. 
- Global Organization Structure: Retarus Inc. is a subsidiary of the Retarus Group. The Retarus Group 

operates 12 subsidiaries around the globe, with a presence on four continents. 
- Client Base: Retarus provides global cloud services to Enterprise organizations. As a provider of 

messaging services, Retarus’ focus is strictly on providing cloud messaging services like Fax, SMS, E- 
Mail, EDI, and Voice to businesses and government. Retarus services are not designed, marketed or 
sold to consumers, but rather for business/mission critical purposes. Example customers include 
leaders in Finance, Healthcare, Manufacturing, Education, and Government. As such, Retarus has 
completed large scale projects, including those on the government side, for the past two decades. As 
a global organization, Retarus’ focus is international. In our unique market, Retarus is the leading 
hosted messaging provider in Europe, continuing to grow as one of the top three fax providers in 
North America, and has recently expanded a greater focus in the Asia Pacific region with additions in 
Singapore. 

- Growth:  Year over Year increase in revenue - 2014 75% increase, 2015 40% increase 
- Size and Scope of Retarus: 350 Employees globally. Offices in 11 countries around the world, with 

global data center footprint across four continents. 
- Employee Retention Rates: Specifically in the United States, retention rates for the past two years  

 are: 85% (2014), 83% (2015). Globally, retention rates are similar percentages. 
 

Additional information on Retarus is provided in form of PowerPoint presentation for easy 

consumption. 



 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

 
` 

Company Overview 

More than 4,700 companies around the world have entrusted their daily business communications to 

Retarus' messaging services, and for good reason: Retarus offers the highest quality, security and 

innovation for their messaging applications. 

Global Messaging 

As one of the world's leading providers of professional messaging solutions, Retarus has been developing, 

automating and optimizing business processes for electronic corporate communication since 1992. Our 

services provide seamless integration between customers, partners and employees for thousands of 

companies, in all sectors and industries. 

IT Expertise – Innovative Solutions 

From consulting to operations to service and support, Retarus combines comprehensive IT expertise with 

an innovative solutions portfolio focused on managed services for email, fax, SMS and EDI. Our services 

reliably optimize business processes and ensure highly efficient business communications. We focus on 

providing the highest level of security, flexibility and availability, as well as unlimited scalability, constant 

development and cost efficiency. 

Worldwide Success 

Retarus' global success is due to the high quality of services, many years of experience and the knowledge 

of our employees. In addition to our headquarters in New York and Germany, Retarus maintains 

subsidiaries in Singapore, Australia, Canada, the United Arab Emirates and several European countries. 

Every Customer is a Recommendation 

Retarus services are utilized by more than 4,700 customers around the world including: Allianz, Santander, 

State of Arkansas, Sony, Honda, Fendt, Adidas, Avis, DHL, Continental, Lufthansa and many, many others. 

Many leading IT hosting companies such as Fujitsu, IBM, and HP outsource their fax, SMS and e-mail needs 

of their clients to Retarus. In its 2010 report, Gartner Inc. named Retarus as "Cool Vendor in Imaging and 

Print Services" for its Retarus Faxolution for Exchange Cloud Fax Service. In Gartner’s “Hype Cycle Report 

for Imaging and Print Services, 2016”, Retarus has been listed as a “Sample Vendor” of cloud fax services. 

Retarus worldwide offices and data centers 
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6.2 (M)(E) Scope of Experience 
Describe in detail the business’ experience with government or large consortium contracts 
similar to the Master Agreements sought through this RFP. Provide the approximate dollar 
value of the business’ five (5) largest contracts in the last two (2) years, under which the Offeror 
provided Solutions identical or very similar to those required by this RFP. Government 
experience is preferred. 

 
RETARUS RESPONSE: Retarus has been providing services to large enterprises and governmental 

organization since 1992. As a Gartner recognized vendor, Retarus has vast experience in working with 

both commercial and governmental organizations, from the State level to County level, like State of 

Arkansas, Allianz, National Labor Relations Board, University of Northern Iowa, Sony, and many more 

enterprise and governmental organizations. Retarus has provided a mix of small and large governmental 

and commercial contracts. Due to confidentiality agreements with these organizations, names are kept 

confidential, when applicable. All of these organizations currently utilize Retarus’ Cloud Fax Services, 

which is the service submitted with this RFP. All of these contracts have all been awarded in the last few 

years. When appropriate, Retarus would be happy to assist in arranging a reference call around working 

with Retarus, capabilities, or service. 
 

 1.) State of Arkansas: Contract Award Value is $3.6 Million per year 

2.) Fortune 50 Healthcare Provider: Contract Award Value is $2.4 Million per year 

3.) Global Telecommunications Wholesale Relationship: Contract Award Value is $1.5 Million per 

 year 

4.) Large University System: Contract Award Value is $100,000 per year 

5.) National Labor Relations Board: Contract Award Value is $250,000 per year 

6.3 
 

(M) Financials 
  Offeror must provide audited financial statements, of the last two years, to the State that 

demonstrate that an Offeror meets at a minimum Dun and Bradstreet (D&B) credit rating of 
3A2 or better, or a recognized equivalent rating. Please provide the Respondent’s D&B 
Number and the composite credit rating. The State reserves the right to verify this 
information. If a branch or wholly owned subsidiary is bidding on this RFP, please provide the 
D&B Number and score for the parent company that will be financially responsible for 
performance of the agreement. 

 
RETARUS RESPONSE: Retarus certifies that it is a financially stable and successful long term partner. 

Operating since 1992, with offices around the world, the Retarus Group is committed to continuously 

improving and extending its solution portfolio, delivers enterprise scale and quality service at a 

competitive price, has an expert team of IT architects to assure seamless implementation, and is a long 

term partner for all purchasing entities. 

Retarus guarantees that as a supplier for many enterprises around the world, Retarus is in good financial 

standing, is not in any form of bankruptcy, and is current in all taxes. To verify financial standing, we invite 

the RFP team to review audited financial information, and other documentation 

Retarus Inc.’s Dunn and Bradstreet (D&B) Number / DUNS number is: 04-136-3643 
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Retarus GmbH (Retarus Parent) does NOT have a recorded D&B Number. 

Retarus Inc does NOT have a recorded D&B Credit Rating, for undetermined reasons. Retarus Inc. is 

working with D&B to identify and record a credit rating. D&B Rating is based on worth from Fiscal 

Balance sheet. As Financials confirm, Retarus qualifies for at least 3A based on worth over $1,000,000 

and credit appraisal can be confirmed through alternative recognized rating. 

Retarus is recognized as 182 “Very Good Rating” from Creditreform. Retarus will provide any assistance 

needed to very any and all information on credit rating. 

 

6.4 (E) GENERAL INFORMATION 
6.4.1 Provide any pertinent general information about the depth and breadth of your 

Solutions and their overall use and acceptance in the cloud marketplace. 
 

RETARUS RESPONSE: Retarus provides a market leading cloud faxing solution to Enterprises and 
Governments. As previously mentioned, Retarus services are utilized by more than 4,700 customers 
around the world including: B/S/H, Adidas, DHL, State of Arkansas, National Labor Relations Board, 
Puma, and many, many others. Retarus products are used in organizations from Fortune 500 to local 
government, showing the depth of adoption of services. Many leading IT hosting companies such as 
Fujitsu, IBM, and HP outsource their fax, SMS and e-mail needs of their clients to Retarus, showing the 
commitment to quality provided by Retarus. In 2015, Gartner listed Retarus as a “Sample Vendor” for 
Enterprise Cloud Faxing, and Retarus was labeled a Gartner “Cool Vendor” for Microsoft Exchange 
integration further underscoring the quality of services. 

 

The continued rise of internet / cloud fax is due to the continued adoption of fax technology, likely with 
continuing compliance concerns in key verticals, namely healthcare, government and finance, increased 
adoption of cloud services, and a clear return on investment compared to on premise alternatives. Fax 
continues to do well largely because businesses find it an essential tool to conform to compliance issues, 
especially with fax’s unique ability to provide an audit trail, and because trading partners prefer the use 
of fax. Also, in the health arena, fax will continue as a major slice of the transmission reality as 
regulatory initiatives have not displaced enterprise use of fax. All in all, while a niche of the overall cloud 
services marketplace, cloud faxing is a huge force now, and for the considerable future. 
 
Please refer to:   
https://www.gartner.com/technology/media-products/newsletters/retarus/1-3M07UNX/index.html 

 

Of the top three vendors by market share in North America, only Retarus has shown growth in market 
share over the past two years. Since the early 2000s, Retarus has been the market leader of cloud faxing 
in Europe and has already seen tremendous success in North America and Asia, with significant growth 
rates over the past several years. With 7.5% of profits annually reinvested into product and 
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infrastructure development, Retarus is a huge driver for innovation in the market. These innovations are 
reflected in continuing adoption of new clients in all sectors, and the continuing rise of Retarus. 

 
6.4.2 Offeror must describe whether or not its auditing capabilities and reports are 

consistent with SAS 70 or later versions including, SSAE 16 6/2011, or greater. 
 

RETARUS RESPONSE: Yes, From a Retarus perspective: Retarus is a shared managed messaging provider. 

As such, the main requirements of SAS 70, network security and more significantly physical security are 

covered by ISAE 3402 and SSAE16. From a customer perspective: Depending on the nature of the 

messaging service, Retarus returns communication details to customer and thus supports the customer 

to fulfill its record management obligations. 

Retarus services are regularly audited, and both capabilities and reports are consistent with SSAE 16. As 

part of the Retarus best practices, Retarus regularly conducts Data Center audits with its large clients, 

and will welcome audits with NASPO and Purchasing Entities. Retarus operates according to ISAE 3402 

principles and leverages these standards to ensure transparency and compliance to industry regulations. 

Retarus works in cooperation with KPMG to audit our ISAE 3402 processes and has implemented the 

framework for security and operations. Currently, Retarus is undergoing SOC 2 certification. 

Expectations are for vendor selection of this RFP to be completed around the same time as SOC 2 

certification to be finalized – mid 2016. 

 

6.5 (E) BILLING AND PRICING PRACTICES 
DO NOT INCLUDE YOUR PRICING CATALOG, as part of your response to this question. 
6.5.1 Describe your billing and pricing practices, including how your billing practices are 

transparent and easy to understand for Purchasing Entity’s. 
 

RETARUS RESPONSE: Retarus’ pricing practices are based on providing the utmost transparency for all 
clients. As such, pricing is primarily based on a per transaction basis. In that way, clients only pay for 
how much they send and receive, one of the tenets of a cloud solution. To be more granular, Retarus 
pricing is based on a combination between fixed price (for items like VPN connection management and 
hosting fee, items which are required to connect to the Retarus service) as well as per page fee (for 
processing of inbound and outbound faxes). Typically, Included in the pricing is Vendor Management, 
Training, Response to major system problems or outages, help-desk support, response time/problem 
resolution time, and more. Not included in pricing is on-site support (which is typically not applicable). 
Regular in-person reviews could be scheduled as applicable, but generally customers are not charged for 
that type of service. 

 
Billing is generated on a calendar month basis (for example, on the first of the month through the last 
day of the month). Usage may be viewed through our Enterprise Administrative Services portal (EAS) for 
additional transparency. Cost centers can be assigned utilizing EAS to facilitate internal charge back 
costs. All charges are broken down on invoice based on service, cost centers, and use for simplification 
and transparency. Bill feeds can also be arranged and set up based on customer requirements. Invoices 
can be mailed, e-mail, faxed, or otherwise as dictated in the MSA, and payment can be made in several 
options to provide ease of service. Invoicing payment terms are dictated in the MSA. 
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6.5.2 Identify any typical cost impacts that a Purchasing Entity might need to consider, if 
any, to implement your cloud solutions. 

 
RETARUS RESPONSE: With Retarus services, there are typically no outside costs to realize when 

implementing the Retarus solution. As the system requires no hardware or software or capital 

expenditures, there is nothing to be purchased for implementation. Outside of porting costs, if needed, 

the only soft cost to consider internally would be internal resource time or any development costs for 

non-standard implementations. Once Retarus has the data needed to make the implementation, the 

process is typically seamless and cost effective. 

 
 

6.5.3 Offeror must describe how its Solutions are NIST compliant, as defined in NIST Special 
Publication 800-145, with the service models it offers. 

 

RETARUS RESPONSE: Retarus is a NIST compliant Cloud solution, and complies with the NIST Special 
Publication for the essential characteristics of Cloud Services. Retarus “Faxing as a Service” is SaaS 
based, as the client has no management or control of the underlying cloud infrastructure. Core tenants 
of the Retarus solution include pay per use, unlimited scalability/elasticity, on-demand servicing, broad 
connectivity, and a multi-tenant model, all essential characteristics of a cloud solution. Deployed in a 
Private cloud environment, Retarus processes faxing for governments and enterprises in healthcare and 
finance, all of which contains “High Risk” data. As so much, Retarus’ infrastructure is designed to 
support all types of data risk and does support data from “Low” to “High” risk as defined within the RFP. 

 
 

6.6 (E) SCOPE AND VARIETY OF CLOUD SOLUTIONS 
Specify the scope and variety of the Solutions you offer under this solicitation. You may 
provide a list of the different SaaS, IaaS, and/or PaaS services and deployment models that 
you offer. 

 
RETARUS RESPONSE: Retarus provides a SaaS solution. All of Retarus’ products and services fall under 

this type of classification. There is no standard sub-classification that fits the Retarus products as 

described, but potential sub categories include: Messaging as a Service, Data Processing, and Faxing as a 

Service. A key element of identifying sub classification includes primary focus and visibility to Purchasing 

Entities, and as such, Faxing as a Service would be most pointed. As stated previously, Retarus provides 

services in a private cloud environment, which is designed to manage low impact data, moderate impact 

data, and high impact data as defined in FIPS PUB 199. As defined with the NIST Standards and 

Requirements, Retarus provides services within this scope and will ensure adherence if definitions are 

altered. 

 

6.7 (E) BEST PRACTICES 
Specify your policies and procedures in ensuring visibility, compliance, data security and threat 
protection for cloud-delivered services; include any implementations of encryption or 
tokenization to control access to sensitive data. 
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RETARUS RESPONSE: Retarus operates according to ISAE 3402 principles and leverages these standards 

to ensure transparency, compliance to standards such as PCI, HIPAA, SOX, data security and privacy, and 

threat protection for both inside and outside threats. To provide assurances on our cloud-based 

services, Retarus works in cooperation with KPMG to audit our ISAE 3402 processes and has 

implemented the framework for security and operations. This decision to pursue ISAE 3402 as the 

operating standard for Retarus is based on multiple criteria. 

ISAE focuses on the Controls around Information Security, Contract Management, Delivery Organization 

& SLAs. These controls are defined in ISAE 3402 (also SSAE 16 and CSAE 3416). ISAE 3402s Control 

Clauses can be customized to suit the environment, operations and services. ISAE 3402 SOC 1 controls 

and Audit Reports include Service Organization Controls that impact the Internal Controls on Financial 

Reporting (ICFRs) of the client. 

Retarus ISAE 3402 Framework is based on ITIL V3. It is set up as a Type II Report and will be processed by 

independent service auditors, demanding management assertion and providing a system description, 

tests performed by service auditors and test results. ISAE 3402 incorporates internal audit plans and 

evidence which is exactly what ISO does as part of the management system The ISAE 3402 standard 

provides assurance to clients that the service organization has an appropriate and working risk control 

system in place, specifically addressing the needs of publicly listed companies, global clients and in 

particular financial institutions and insurance enterprises that decide to outsource central business 

processes. 

Scope of Retarus ISAE 3402: 

• Physical Security 

• Network and Security 

• User & Access Management 

• Customer Service Setup 

• Service Desk 

• Request Fulfillment 

• Change Management 

• Incident Management 

 
These processes are supported by and cross-linked with other vital and central processes like 

Information Security Management, Business Continuity, Disaster Recovery, Financial Controls, 

Governance, Risk Management, Asset Management and Training / Awareness covering altogether the 

central disciplines of ISO 2700x, but better adapted to Services as provided by Retarus. 

Documentation around ISAE 3402 is included with this RFP. 

At the process level, access to information and technology is managed according to a strict hierarchy and 

the principle of need-to-know. Confidential data shall not be accessed by unauthorized persons. 

Authorization is granted only according to role. For customers with PHI, PI etc. requirements, it is highly 

likely that Retarus will maintain no content beyond the period it takes to deliver or receive and process 

the messages. Retarus has the ability to separate the meta-data/details pertaining to a message (such as 

sender/recipient, time of delivery/receipt, page count, etc.) from the actual content of the message that 
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 was sent ("deliver and delete" model). In this model, no content is stored beyond the transmission. Only 

call data records (CDR's) are stored for billing purposes.  

 At the product level, all data and processing is logically separated. Client data is strictly segregated 

according to Customer ID. Every system has a confidentiality classification which triggers the proper 

rights and logical access levels. Passwords for EAS portal access are securely stored as a salted hash in a 

database. Transfer of user directory data (if applicable) can be secured via VPN, SSH upon customer’s 

request. User data for such a use case is subject to agreed data protection agreement. Retarus does not 

view or review customer information. Encryption / VPN / TLS can be setup according to customer 

requirements. Some Retarus services allow customers to store and/or archive content related data within 

Retarus‘ infrastructure for a period beyond the service transmission itself. In this case, store data is 

encrypted on KeyStore Device: XTS-AES cipher as proposed in IEEE P1619-2007 in combination with the 

SHA512 hash algorithm.  

Data in transit is protected through HTTPS, FTP(S), TLS (SSL), and VPN. Security and encryption used for 

data at rest includes AES encryption, PGP and S/MIME, and X.590 certificate encryption for data storage 

and access via EAS. Additionally, further protection is taken at the network and physical level to ensure 

that various compliance and technology standards are met, including SSAE16 and ISAE3402 certifications.  

Added restrictions are designed so that organizations can prevent employees from accessing sensitive 

data, as well as to prevent Retarus employees from viewing faxes that are sent or received. Using a 

patented technology, faxes are encrypted using a public key so that the images are only accessed by 

authorized personnel who have the private key installed on their work station or server. This prevents 

internal employees from forwarding confidential documents to non-authorized individuals. All fax 

images can be set to be encrypted on server at rest if the images are going to be stored after delivery, 

but to ensure various forms of compliance, including HIPAA.  Retarus also provides immediate 

document deletion as soon as the document is transmitted to the recipient.  
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Section Title: Organization Profile: 
7 ORGANIZATION AND STAFFING 

7.1 (ME) Contract Manager 
The Offeror must provide a Contract Manager as the single point of contact for management of 
the NASPO ValuePoint Master Agreement, administered by the State of Utah. The Contract 
Manager must have experience managing contracts for cloud solutions. 
7.1.1 Provide the name, phone number, email address, and work hours of the person who will 

act as Contract Manager if you are awarded a Master Agreement. 
 

RETARUS RESPONSE: 

The Retarus contact who will service as the Contract Manager, and single point of contact for 

management of the NASPO ValuePoint Master Agreement, is Jeremiah Duff. 

Jeremiah Duff 

Director of Wholesale and SLED 

(W) 617-925-7374 

Jeremiah.duff@retarus.com 
 

Hours Worked: 6am EST – 8pm EST 
 
 

7.1.2 Describe in detail the Contract Manager’s experience managing contracts of similar size 
and scope to the one that will be awarded from this RFP. Provide a detailed resume for 
the Contract Manager. 

 

RETARUS RESPONSE: Jeremiah (Jamie) is the Director of the North American Wholesale and SLED team. 

He has overseen the implementation and contract management of SLED & commercial projects 

including The State of Arkansas, University of Northern Iowa, Suffolk County Schools and the California 

University System (UCal Berkley and San Francisco). He also deals with our large customers and their 

subsidiaries in the same role, dealing with contract management, usage management and project 

management. Prior to joining Retarus 3 years ago, he was the direct contract manager for NASBO (New 

York Association of Schools Business Officials) and liaison for CBIZ, a valuation firm focusing on SLED 

throughout the country for Real Asset Management, a Fixed Asset Software Accounting firm. Please 

see attached resume 

 

7.1.3 Describe in detail the roles and responsibilities of the Contract Manager as they apply 
to the NASPO ValuePoint Master Agreement that will be awarded from this RFP. 

 

RETARUS RESPONSE: The Retarus Contract manager will act as the single point of contact for all 

communications between NASPO and all participating state procurement offices. 

mailto:Jeremiah.duff@retarus.com
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The Contract manager will assign a Contract administrator to be responsible for all reporting that needs 

to be done and makes sure all administration fees get paid to all appropriate parties, including NASPO. 

We will set up regular communications with NASPO on an as needed basis. 

Jeremiah will work closely with our Public sector Business development team to engage with the 

participating States. 
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Section Title: Technical Response. 
8 TECHNICAL REQUIREMENTS 
If applicable to an Offeror’s Solution, an Offeror must provide a point by point responses to each 
technical requirement demonstrating its technical capabilities. If a technical requirement is not 
applicable to an Offeror’s Solution then the Offeror must explain why the technical requirement is not 
applicable. 

 
If an Offeror’s proposal contains more than one Solution (i.e., SaaS and PaaS) then the Offeror must 
provide a response for each Solution. However, Offerors do not need to submit a proposal for each 
Solution. 

 

8.1 (M)(E) TECHNICAL REQUIREMENTS 
8.1.1 Offeror must identify the cloud service model(s) and deployment model(s) it intends to 

provide to Eligible Users. See Attachment D. 
 

RETARUS RESPONSE: At a high level, Retarus provides a SaaS solution. All of Retarus’ products and 

services fall under this type of classification. There is no standard sub-classification that fits the Retarus 

products as described, but potential sub categories include: Messaging as a Service, Data Processing, 

and Faxing as a Service. A key element of identifying sub classification includes primary focus and 

visibility to Purchasing Entities, and as such, Faxing as a Service would be most pointed. 

As stated previously, Retarus provides services in a private cloud environment, and is designed to 

manage low impact data, moderate impact data, and high impact data as defined in FIPS PUB 199. As 

defined with the NIST Standards and Requirements, Retarus provides services within this scope and will 

ensure adherence if definitions are altered. 

 

8.1.2 For the purposes of the RFP, meeting the NIST essential characteristics is a primary 
concern. As such, describe how your proposed solution(s) meet the following 
characteristics, as defined in NIST Special Publication 800-145: 

8.1.2.1 NIST Characteristic - On-Demand Self-Service: Provide a brief written 
description of how the cloud solutions proposed satisfies this individual 
essential NIST Characteristic. Attest capability and briefly describe how self- 
service technical capability is met. 

 
RETARUS RESPONSE: Retarus’ services provide for all elements as described as that of a successful 

offeror’s cloud based service model, including on-demand service. To describe more in depth, Retarus 

meets the ability for consumers to provision capabilities as needed without requiring service provider 

interaction. This self-service capability is met in a number of different ways; but can be most easily 

represented by capacity. The capacity of the system is completely managed by Retarus so that clients 

can send/receive as many messages without having to discuss with Retarus at any time (once 

registered). Users or admins do not need to provision computing capabilities such as additional lines, 

hardware, software, in order to utilize the service. These backend items are all taken care of and 

managed by Retarus. This is unlike an on premise option whereas clients may have to deploy more 

servers or fax lines to meet capacity demands. 
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8.1.2.2 NIST Characteristic - Broad Network Access: Provide a brief written 
description of how the cloud solutions proposed satisfies this individual 
essential NIST Characteristic. Attest capability and briefly describe how network 
access is provided. 

 

RETARUS RESPONSE: Retarus’ services provide for all elements as described as that of a successful 

offeror’s cloud based service model, including Broad Network Access. Retarus interfaces with standard 

sender mechanisms to provide access to our cloud based system in a number of different way. These end 

points are traditionally defined by the sender (outbound) to meet specific workflows, but include the 

option of leveraging thin or think client platforms. Faxing can be accomplished through mobile phones, 

tablets, e-mail clients, Microsoft office, standard CRM/ERP applications, multifunction devices, and more. 

 

8.1.2.3 NIST Characteristic - Resource Pooling: Provide a brief written 
description of how the cloud solutions proposed satisfies this individual 
essential NIST Characteristic. Attest capability and briefly describe how resource 
pooling technical capability is met. 

 
RETARUS RESPONSE: Retarus’ services provide for all elements as described as that of a successful 

offeror’s cloud based service model, including Resource Pooling. Processing resources and other internal 

controls are pooled to serve multiple consumers in a dynamic, multi-tenant model. All Retarus services 

are multi-tenant and Retarus provides Shared Managed Services. All data and processing is logically 

separated. Client data is strictly segregated according to Customer ID. Data is processed according to 

ISAE3402 principles and rules. 

At a high level, customers can leverage and decide on how data is processed (Internationally vs US 

specific only) via which data centers in the world to meet specific compliance requirements, but do not 

have knowledge or control over the exact location of provided resources. 

 

8.1.2.4 NIST Characteristic - Rapid Elasticity: Provide a brief written description 
of how the cloud solutions proposed satisfies this NIST Characteristic. Attest 
capability and briefly describe how rapid elasticity technical capability is met. 

 

RETARUS RESPONSE: Retarus’ services provide for all elements as described as that of a successful 

offeror’s cloud based service model, including Rapid Elasticity. Salability is one of the core elements of 

the Retarus solution. Retarus infrastructure be quickly provisioned in the event of needed capacity. The 

nature of Retarus' decentralized architecture allows for additional capacity to be added at any time. The 

Retarus approach to capacity management dictates that inbound and outbound capacity to send and 

receive messages maintains a standard 30% average of total capacity to ensure availability and 

performance at all time. Additionally, traffic is load balanced as data centers are designed in a hot/hot 

high availability setting. There is a capacity management process to revenue future expectations of 

increased volume, based on sales and implementation activities as well as current processing thresholds 

to add hardware and virtual processes as is need to maintain the 30% average usage.  
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8.1.2.5 NIST Characteristic - Measured Service: Provide a brief written 
description of how the cloud solutions proposed satisfies this NIST 
Characteristic. Attest capability and briefly describe how measured service 
technical capability is met. 

 

RETARUS RESPONSE: Retarus’ services provide for all elements as described as that of a successful 

offeror’s cloud based service model, including Measured Service. Retarus provides a measured service, 

as defined in the NIST characteristics, as it provides a pay-per-use model. The Retarus fax solution 

charges based on faxes sent and received through the system. Clients benefit from this measured 

service as they only pay for services which are utilized. Retarus provides a web based reporting portal 

allowing to monitor traffic in real time, to generate reports for inbound and outbound communication 

and tracking of usage in real time. This allows for significant advantages in transparency, reporting, and 

ultimately control over the system. 

 

8.1.3 Offeror must identify for each Solution the subcategories that it offers for each service 
model. For example if an Offeror provides a SaaS offering then it should be divided into 
education SaaS offerings, e-procurement SaaS offerings, information SaaS offering, etc. 

 

RETARUS RESPONSE: Retarus is proposing our Fax Services, which is a SaaS service. The subcategory for 

this type of service, in our opinion, would be defined as data processing, messaging, or more simply, 

Faxing as a Service. Based on the criteria referenced in Attachment C, this classification provides simple 

visibility to the purchasing entity. Faxing as a Service is not only the most simple, but also the most 

direct and correct way to view the offering proposed. Additionally, this is the primary focus of the 

service, both from a fax processing and a stand-a-lone faxing standpoint. Finally, fax services are mostly 

consumed by individual business owners/units. While IT supports the related infrastructure (such as E- 

Mail), the actual business units (like Card Services, in the Financial Sector, or Department of Health and 

Human Services, in Government) are the ones which consume and utilize the services. 

 

8.1.4 As applicable to an Offeror’s proposal, Offeror must describe its willingness to comply 
with, the requirements of Attachments C & D. 

 

RETARUS RESPONSE: As applicable to the proposal presented, Retarus is willing to comply with the 

requirements of both Attachment C and Attachment D. We understand and accept that to comply with 

the NIST Standards and Requirements, modifications of NIST Standards and Requirements may change, 

but Retarus is willing to comply with future requirements as they shift. These include: Maintaining the 

essential characteristics of a cloud service, remaining within the same service model for deployed services 

as well as sub-categories, and being able to support level of data risk proposed. 

 

8.1.5 As applicable to an Offeror’s proposal, Offeror must describe how its offerings adhere 
to the services, definitions, and deployment models identified in the Scope of Services, 
in Attachment D. 
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As per attachment D, Retarus provides a SaaS solution, deployed through a Private Cloud environment. 

As defined above in previous sections, Retarus meets the requirements of the five essential characteristics 

of cloud based solutions: on-demand self-service, broad network access, resource pooling, rapid elasticity, 

and measured service. Retarus’ SaaS service enabled clients to benefit from a cloud environment, without 

needing to manage any related servers, networks, operations, for fax related communication. Retarus’ 

Global Fax platform is accessible through defined end points, such as desktops, e-mail clients, CRM/ERP 

systems, which the client’s manage. When faxing, messages are transmitted to the Retarus infrastructure 

via a defined interface and Retarus ensures successful completion of delivery/reception. In this way, the 

client does not manage or control any of the underlying cloud infrastructure related to faxing. Example of 

the platform and short descriptions of products are below to provide additional information on what is 

managed by client and what is provided by Retarus. 
 

Figure: Retarus’ global fax platform, including sender vs Retarus breakdown of operations 

Retarus Mail2Fax: Client sends faxes from any email system. Our customers send faxes from any e-mail 

client via the Retarus Faxolution infrastructure- without having to operate their own fax server. Users 

require almost no training and can immediately send faxes from their workspace. 
 

Retarus Fax-to-email: Receive faxes directly to a desktop or applications. It is the solution for digital fax 

receipt with almost unlimited receipt capacity, maximum availability, and ready implementation. 

Inbound faxes are directly forwarded in either TIFF or PDF format to the selected mailboxes. They can 

either be archived or integrated into existing workflows without subsequently having to be digitalized. 
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Lost faxes, paper jams or aborted transmissions due to multiple unsuccessful dialing attempts are all 

relics of the past. 
 

Retarus Faxolution for Applications: Send and receive faxes directly from any business application. This 

service integrates with any business applications such as CRM, ERP or legacy to send critical messaging 

documents. With Retarus users can send and receive business documents and customer information 

directly from any business application. 
 

Additional information on Retarus is provided in form of PowerPoint presentation for easy 

consumption. 

Furthermore, Retarus provides its services exclusively through a private cloud environment. This 

environment is provisioned exclusively by businesses, and is not open to the general public. All elements 

of the cloud are maintained, owned, and operated exclusively by Retarus off premise. Per the definitions 

provided in Attachment D, Retarus does NOT provide any on-premise infrastructure, eliminating Hybrid 

Cloud. Retarus’ services are business only, and are not open or for use by the general public, eliminating 

Public Cloud. Finally, Retarus’ services are not exclusively used by a specific community of consumers 

from organizations with shared concerns. Retarus’ customers include those from all different types of 

industries – manufacturing, to healthcare, to finance, to local government – with all different types of 

applications and many different and diverse compliance, policy considerations and requirements. Thus, 

the only applicable cloud service would be Private Cloud. 

Based on the service Retarus is providing, faxing as a service, the Retarus solution is able to handle all 

types of data: low risk data, moderate risk data, and high risk data. To extrapolate, faxing applications 

include low risk data such as food orders or internal memo communications. For these applications, the 

potential impact is very low if there is a loss of confidentiality, integrity, or availability. Although 

inconvenient if food orders are delayed, a single faxes’ impact overall is more or less negligible. Faxing 

applications, however, also include e911 information, blood test or laboratory results, credit approvals / 

bank transfers, and other mission critical communication. For these organizations, there is high risk 

involved as outages, loss of confidentiality or integrity would cause severe reaction and prohibit 

organizations from accomplishing their main business processes. 

Anecdotally, a large healthcare insurance provider in Kentucky (utilizing an on premise faxing system, ie. 

NOT Retarus) had downtime on their systems for over 24 hours. During this timeframe, and because a 

vast majority of their communication is done through faxing, they incurred losses of over $20 million 

dollars. This, we would categorize, as MAJOR financial loss and underscores the sensitive data being 

transferred. 
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To ensure that Retarus meets the standard for storing and securing all types of data (low to high risk), 

Retarus operates according to ISAE 3402 principles and leverages these standards to ensure 

transparency, compliance to standards such as PCI, HIPAA, SOX, data security and privacy, and threat 

protection for both inside and outside threats. 

As mentioned the scope of Retarus ISAE 3402: 

• Physical Security 

• Network and Security 

• User & Access Management 

• Customer Service Setup 

• Service Desk 

• Request Fulfillment 

• Change Management 

• Incident Management 

 
These processes are supported by and cross-linked with other vital and central processes like 

Information Security Management, Business Continuity, Disaster Recovery, Financial Controls, 

Governance, Risk Management, Asset Management and Training / Awareness covering altogether the 

central disciplines of ISO 2700x, but better adapted to Services as provided by Retarus. 

 

Physical: Physical protection of the network, servers and data that is processed on them. SSAE16 

documentation provides specifics on security measures in place to physically protect Retarus 

hardware. Includes: Biometric scanning for access to server locations in datacenters, Closed circuit 

cameras monitoring both datacenter and NOC, Security guards at both datacenter and NOC, Logging 

of all access in both datacenters and NOC and restricted access to hardware in general. All Data 

Centers in the United States are SOC 1 certified and are Tier 3. 

 

Network: Security and monitoring of the network infrastructure and the policies and technical 

components for safe access and handling. Includes: Network penetration testing and monitoring, 

Multitiered, clustered firewalls, Antivirus on network and user devices segmentation of network 

components, Client configurable password polices (Logins with faulty password entries, password 

length, time to password change, password complexity, etc), Client access via Single Sign-On protocol 

SAML 2.0. 

 

Transport: Security/Encryption for data that is being exchanged between client and Retarus.  

Includes: Standard transport-layer secure protocols such as HTTPS, SFTP, SSL (TLS) and IP-SEC VPN. 

 

Content: Security/encryption for document payload and/or documents that are stored on Retarus 

infrastructure. Includes: AES encryption for data-at-rest, PGP and S/MIME for encrypting content, PDF 

password protection, X.509 certificate encryption for data stored and accessed via EAS, and we can 

build new processes as per customer requirements like x.509 was done for specific customer. This 

type of custom development underscores the client first approach Retarus takes. 

 
 

8.2 (E) SUBCONTRACTORS 
8.2.1 Offerors  must  explain  whether  they intend  to  provide all  cloud solutions directly or 
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through the use of Subcontractors. Higher points may be earned by providing all services 
directly or by providing details of highly qualified Subcontractors; lower scores may be 
earned for failure to provide detailed plans for providing services or failure to provide 
detail regarding specific Subcontractors. Any Subcontractor that an Offeror chooses to 
use in fulfilling the requirements of the RFP must also meet all Administrative, Business 
and Technical Requirements of the RFP, as applicable to the Solutions provided.  
Subcontractors do not need to comply with Section 6.3. 

 

RETARUS RESPONSE: None. Retarus plans and intends to provide ALL cloud solutions directly through 

Retarus. As currently defined, Retarus does not outsource any of our services, workflow elements, or any 

elements of the client process to subcontractors. Retarus takes complete control over the entire processes 

to support Purchasing Entities related to the RFP. There are no services in scope which are needed to be 

provided by subcontractors that are listed in this RFP. 

 
 

8.2.2 Offeror must describe the extent to which it intends to use subcontractors to perform 
contract requirements. Include each position providing service and provide a detailed 
description of how the subcontractors are anticipated to be involved under the Master 
Agreement. 

 

RETARUS RESPONSE: Not Applicable. Retarus plans and intends to provide ALL cloud solutions directly 

through Retarus. Retarus intends to take complete control over the entire process related to the RFP, 

including ensuring contractual requirements are met. There are no services which are needed to be 

provided by subcontractors that are listed in this RFP. 

 

8.2.3 If the subcontractor is known, provide the qualifications of the subcontractor to provide 
the services; if not, describe how you will guarantee selection of a subcontractor that 
meets the experience requirements of the RFP. Include a description of how the Offeror 
will ensure that all subcontractors and their employees will meet all Statement of Work 
requirements. 

 

RETARUS RESPONSE: Not Applicable. Retarus plans and intends to provide ALL cloud solutions directly 

through Retarus. Retarus intends to take complete control over the entire process related to the RFP, 

including ensuring contractual requirements are met. There are no services which are needed to be 

provided by subcontractors that are listed in this RFP. 

 
 

8.3 (E) WORKING WITH PURCHASING ENTITIES 
8.3.1 Offeror must describe how it will work with Purchasing Entities before, during, and after 

a Data Breach, as defined in the Attachments and Exhibits. Include information such as: 

 Personnel who will be involved at various stages, include detail on how the Contract 
Manager in Section 7 will be involved; 

 Response times; 

 Processes and timelines; 



` 
   Retarus Global Messaging - Cloud Services RFP: Utah Solicitation Number CH16012 | Submitted: 10/13/2016 | Page 28 

 

 Methods of communication and assistance; and 

 Other information vital to understanding the service you provide. 
 

RETARUS RESPONSE: Retarus operates according to ISAE 3402 principles and leverages these standards 

to ensure transparency, compliance to standards such as PCI, HIPAA, SOX, data security and privacy, and 

threat protection for both inside and outside threats. ISAE 3402 defines the process for working with 

purchasing entities before, during and after a Data Breach. This process, as defined in ISAE 3402, covers 

service desk and incident management. 

Personnel involved: 

- Contract Manager 

- Account Executive 

- Incident Manager 

- Incident Management Team (Head of Service Desk, Head of IT Operations, EVP Sales North 

America, CTO, CEO Retarus Inc., additional C-Level) 

Prior to any issues, and during the implementation process, key customer contacts will be identified and 

set up in the support and ticketing system. These include critical members of the customer’s IT team, 

admins, etc. This role is to be able to validate the requestor’s authorization and be the point of contact 

for and incident should they occur. Additionally, incident management processes will be discussed to 

ensure proper procedures are followed for submission and communication. Furthermore, 

implementation will define all requirements in conjunction with the customer for items like encryption, 

compliance, data processing, to ensure data security standards are upheld. 

Should an incident occur, Retarus follows the processes defined, including analyzing and prioritizing the 

incident, communicating discovered issues, plan, implement & document incident solution, validating 

further necessary activity, confirmation of incident solution by customer, and closing incident ticket. 

These steps are the responsibility of the incident manager and higher levels of escalation. Escalation 

points and times are customized by purchasing entity, and are defined in an SLA. All communication 

efforts must be made to notify predefined contacts of service or security based issues. This includes 

through phone, e-mail, SMS, or additional methods defined by Master Agreement, SLA or discussed and 

agreed to separately. No security related information will be passed via email in the event of any 

incident report. During this time, Retarus will work cooperatively with the purchasing entity to 

investigate and resolve the data breach or other issues. 

The contract manager will act also as a single point of contact for all communications between NASPO 

and participating state procurement offices, in the event of inquiries which are not related to restoring 

services and data security. The contract manager will bring in C-Level executives, as needed, to field any 

media inquiries, seek external expertise, and arrange post incident meetings to discuss remediation and 

SLA management. 

After the incident, the contract manager will work with the purchasing entity to ensure SLA review and 

remedies are appropriated as necessary. This will also involve working with the incident management 

team to schedule post-incident reviews for NASPO and all participating state procurement offices. 

Retarus will provide and adhere to all reporting requirements as defined in the MSA or SLA. Provided 

there are additional requests, the contract manager will serve as the primary point of contact for legal 
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requests. The contract manager and incident manager will be primarily responsible for ensuring that 

post breach measures are promptly implemented, and to document response actions taken as result of 

the data breach. This include all measures incurred as of effects of data breach, such as investigations, 

website creating, credit monitoring service, and more. 

 

8.3.2 Offeror must describe how it will not engage in nor permit its agents to push adware, 
software, or marketing not explicitly authorized by the Participating Entity or the 
Master Agreement. 

 
RETARUS RESPONSE: Retarus will not permit its agents to push anything not explicitly authorized by the 

participating entity or master agreement. This includes adware, software, or marketing initiatives. To 

ensure this, Retarus will provide to agents only material which is explicitly approved by participating 

entities or master agreements. Retarus will hold regular trainings and refreshers to agents specifically 

around what is available and authorized to them as part of the RFP outcome. As part of the agent’s 

contractual obligations to Retarus, failure to adhere to these standards will result in compensation or 

other predefined penalty, including immediate termination. 

 

8.3.3 Offeror must describe whether its application-hosting environments support a user 
test/staging environment that is identical to production. 

 
RETARUS RESPONSE: Yes, Retarus supports and provides testing environments which are identical to 

production. But, testing and proof of concepts depend greatly on the use cases, however. For example, 

Faxing from e-mail can be set up simply to ensure a live/identical to production POC. This can be utilized 

in a way which does not involve actual traffic, and mimics the workflow functionality as intended. The 

same can be said of application based faxing, albeit in a slightly different way. A sandbox type Q/A / Test 

system is available to demonstrate how the product would work without affecting live, production traffic. 

Additionally, for large volume fax applications, Retarus provides a secondary test system which mimics 

existing network to provide stress testing, but does not actually affect other customers. This ensures that 

mistakes in testing do not, and will never, affect any other clients or any other live traffic. 

 

8.3.4 Offeror must describe whether or not its computer applications and Web sites are be 
accessible to people with disabilities, and must comply with Participating entity 
accessibility policies and the Americans with Disability Act, as applicable. 

 

RETARUS RESPONSE: Yes, Retarus provides services which are accessible to people with disabilities. 

Retarus will comply with participating entities and accessibility policies and American with disabilities act, 

as applicable. Retarus has attached an existing VPAT document as demonstration for their compliance. 

 

8.3.5 Offeror must describe whether or not its applications and content delivered through 
Web browsers are be accessible using current released versions of multiple browser 
platforms (such as Internet Explorer, Firefox, Chrome, and Safari) at minimum. 
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RETARUS RESPONSE: Yes, Retarus services (which are available through web browsers) are accessible 

through the current released versions of multiple platforms. There is only one offering Retarus provides 

in scope with this specific requirement, the EAS Portal. All OS, and other, patching and upgrading are 

processed according to ISAE 3402 Change Management rules, including updates for browser 

optimization. Retarus regularly reviews and monitors changes in technology to ensure optimization and 

currency with products, security elements, etc. 

 

8.3.6 Offeror must describe how it will, prior to the execution of a Service Level Agreement, 
meet with the Purchasing Entity and cooperate and hold a meeting to determine 
whether any sensitive or personal information will be stored or used by the Offeror that 
is subject to any law, rule or regulation providing for specific compliance obligations. 

 
RETARUS RESPONSE: Yes – as part of the Retarus implementation methodology, Retarus will meet with 

purchasing entities to outline Proof of Concepts, and detailed requirements of how data will be processed, 

what are compliance obligations, what interfaces to be utilized, and more. Retarus will assign a specific 

project manager to support Purchasing Entities to meet this requirement. 

All individual parts of Retarus’ complete fax solution are managed service solutions requiring no additional 

hardware, and no additional software installation at the customer site. Therefore the implementation 

project for the Retarus Faxolution is primarily definition of client’s custom setup, then configuration and 

test before the go live. For a more specific approach to fit requirements, a statement of work document 

can be produced. Outlined below is the standard migration methodology practiced at Retarus. 

According to Retarus’ service implementation procedures, the implementation and operation of the 

service can be broken done into the following 4 phases: 

 Design 

 Network Connection 

 Application Implementation 
 Operation 

 

The design phase involves a detailed collection of the customer requirements and in particular decision 

regarding the desired configuration of the various services. A further result of the design phase is the 

required network setup. 

The network connection setup stage will only need to be performed once, accounting for the various 

services that will be configured. Network setup consists of firewall, routing, possibly NAT and VPN 

configuration. 

Implementation of the actual service occurs during the application connection phase. Using the 

configuration parameters specified during the design process, the client and Retarus’ application 

administrators will setup and configure the individual services. As the application specialists and support 

personnel these persons are ideally qualified to setup the service. Furthermore as these same individuals 

are also typically the primary operation and support personnel, they develop the necessary contacts and 

knowhow from the very beginning. 

To assure seamless migration the service implementation phase is broken down into the following sub- 
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phases: 

 Implementation 

 Test and Pilot 

 Live 
 

For a managed service the operation phase is one of the most significant phases. It actually begins with 

the first tests and persists all through life: 

 Support 

 Reporting 

 Administration 
 

All customer setups are detailed documented in our technical documentation repositories. This 

documentation can be accessed by our technical departments and account management personnel. With 

this documentation our technical support staff can provide the best possible support. Furthermore this 

documentation is an integral part of our internal services change management process. 

 

8.3.7 Offeror must describe any project schedule plans or work plans that Offerors use in 
implementing their Solutions with customers. Offerors should include timelines for 
developing, testing, and implementing Solutions for customers. 

 

RETARUS RESPONSE: In addition to the methodology above, Retarus has included with the response 

example project schedule plans that can be used in implementing the solution with customers. As 

mentioned previously, implementations can vary by use case, interface, legacy information, and are 

subject to a degree of variance. Retarus has a strict project management approach for each 

implementation. The high level timeline is displayed in the following diagram. 
 

Figure: Desktop Fax. Information on Desktop Fax Implementations, a typical customer scenario: 
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  Workload: 80 % - Retarus, 20% client  

  Timeline: 15 – 30 days. Includes porting, user provisioning, testing, training and go live  

  Quickest Inbound Set up: 1 days  

  Quickest Inbound Set up with Porting: 3 days  

  Quickest Outbound (no integration required): 1 days  

  Quickest Outbound (MS/Lotus Notes integration): 7 days  
 

Figure: Application (SAP) Fax. Information on Desktop Fax Implementations, a typical customer 

scenario: 

  Workload: 50 % - Retarus, 50% client  

  Timeline: 15 – 30 days. Includes VPN and SAP system configuration, testing, training and go  

  live  

  Quickest Inbound Set up: 5 days  

  Quickest Inbound Set up with Porting: 10 days  

  Quickest Outbound Set up: 5 days  

 
Since services are not clearly defined, we provide a sample gross implementation plan instead (desktop 

fax and application fax). Retarus assigns a dedicated project manager for the implementation process 

which has access to all technical and human resources for the project. 

For desktop fax, depending on the number of users, sites and countries in scope, Retarus will establish a 

first version of an implementation plan which will be discussed with Customer (SIP or other FoIP protocols, 

number provisioning, porting etc.). 

Depending on customer’s requirements, network and routing needs to be setup. Implementation efforts 

depend on the type of connection (plain SMTP, TLS or VPN). The additional steps consist in the definition 
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of the user data transfer. Retarus will provide samples and documentation for automated directory 

synchronization if applicable and a detailed documentation of the EAS administration portal. 

Needed personnel: Network and e-mail engineers on both sides 

For application fax, the steps consist in agreeing on applicable technical interface (SOAP, SFTP, REST etc) 

and according security constraints (HTTPS, push/pull etc.). Retarus will provide samples and 

documentation for according API’s and a detailed documentation of the EAS administration portal. 

Needed personnel: Network and application engineers on both sides 

Additional telco requirements: Agreement on inbound number assignment, porting or call redirection. 

Needed personnel: telecom engineer at Customer, implementation engineer at Retarus 

Overview of all major steps: 

a) Network connection / Preparation of Application/Desktop connectivity 

b) Application/Desktop test preparation 

- Initial basic configuration on  Retarus’ fax infrastructure 

- Setup of EAS portal accounts 

- Test validation 

c) Go live 

- Agreement on production launch date 

- Fine tuning if necessary (e.g. CSID, output format etc.) 

- Go live accompanied by Retarus 
 
 
 

8.4 (E) CUSTOMER SERVICE 
8.4.1 Offeror must describe how it ensure excellent customer service is provided to Purchasing 

Entities. Include: 

 Quality assurance measures; 

 Escalation plan for addressing problems and/or complaints; and 

 Service Level Agreement (SLA). 
 

RETARUS RESPONSE: Retarus prides itself on delivering the highest level of customer service to its 

clients. As Retarus deals with international organizations, Retarus’ customer service is available 24 x 7 x 

365. Retarus has provided our Support and Escalation handbook as a standard to provide our clients 

with the best possible experience. This handbook details the escalation plan for addressing problems, 

complaints, both with services and employees. Escalation guidelines are also subject to specific SLAs, 

which are tightly monitored to ensure adherence. 
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The Retarus Help Desk is provided as a tool and extension of your operations. As such, Purchasing 

Entities are provided access to global support professionals which assist with service specific operational 

issues around the world. Regardless of time, location, or date, Retarus’ Help Desk is provided for 

customers to ensure your business processes operate as they should. 

To reach the Help Desk and Support teams, Retarus provides the following options: 
 

 Online Ticket Submission (via EAS portal) 

 Phone Support (via 1-844-Retarus) 

 E-Mail Support (via Support@Retarus.com) 

 Tier II Support (via dedicated Sales Account Representatives in the event of escalation) 

 
Additional features are also provided from the Help Desk and Support teams in order to ensure a 

complete support experience. This include: 

 Account Administration 

 Message Tracking 

 Notification of System Issues (small delays to service outages) 

 Problem Analysis and Resolution 

 Training on Service and Tools 

 
In the event of a trouble report submission, the Retarus Help Desk will respond either by direct phone 

interaction with the customer or via email support. Once the request is received, a tracking ticket is 

generated, and an email response with include the ticket number assigned to your issue. With Retarus, 

all tickets are reviewed by a live member of the Help Desk team prior to ticket number allocation. This 

ensures that once a ticket number is assigned, a member of the team is actively working on identifying 

and correcting the issue. 

Retarus regularly reviews its support staff and operations via a Quality of Service Index as well as quarterly 
business reviews. Both of these ensure that Retarus receives regular feedback, from diverse sources, 
which provides the best picture to how the operations runs and is perceived. Employees are monitored 
and measured by a KPI approach, designed on providing high levels of service. 

 

Customer SLAs are integrated into the ticketing and support system. Retarus utilizes OTRS (Open Ticket 

Request System) as ticket management system to track issues and resolution for both system alerts and 

service issues (SPOC). 

Ticket Management Scope: 

- Incident Management 

- Problem Management 

- Service Request Management 

- Knowledge Management 

- IT Security Tickets 

- SLA Management 

mailto:Support@Retarus.com
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Ticketing system has been configured to overlay directly with Retarus services, customer information 

and problem management process and escalation. Alerts are integrated with proprietary monitoring 

processes and may generate automatic tickets with appropriate escalation based on issue. Once a ticket 

is assigned, it is governed by ticketing SLA for resolution and escalation. All client interactions are 

documented in the ticket and all steps to resolve are documented as well. If ticket is initiated by 

customer, customer is informed of ticket number and status once this has been reviewed by a 

technician. This notice is sent according to predefined client SLA. OTRS ticketing is also integrated into 

the EAS portal and the customer’s administrative personnel may track ticket progress and/or past ticket 

history directly via the portal. 

Escalation plan – with contact’s names and contact details redacted – is included with this RFP. 
 
 

8.4.2 Offeror must describe its ability to comply with the following customer service 
requirements: 

a. You must have one lead representative for each entity that executes a 
Participating Addendum.  Contact information shall be kept current. 
b. Customer Service Representative(s) must be available by phone or email 
at a minimum, from 7AM to 6PM on Monday through Sunday for the applicable 
time zones. 
c. Customer Service Representative will respond to inquiries within one 
business day. 
d. You must provide design services for the applicable categories. 
e. You must provide Installation Services for the applicable categories. 

 

RETARUS RESPONSE: Yes, Retarus can comply with all customer service requirements. As described 

below: 

a. Yes, Retarus will have one lead representative for each entity that executes an addendum. 

Contact information will be kept current and any changes to the representative will be 

clearly and quickly communicated to the entity. 

b. Yes, Retarus operates its support center as 24 hour, 7 days a week, 365 days per year 

operation. Regardless of time zones, there will be customer service available to resolve 

issues. 

c. Yes, response time is typically dictated within an SLA. Retarus’ standard SLA for inquiries is 

within one business day. 

d. Yes, design services will be provided per service with documentation when applicable. 

e. Yes, Installation Services will be provided per service with project plan and Statement of 

Work when applicable. 

 
 

8.5 (E) SECURITY OF INFORMATION 
8.5.1 Offeror must describe the measures it takes to protect data. Include a description of the 

method by which you will hold, protect, and dispose of data following completion of any 
contract services. 
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RETARUS RESPONSE: Retarus operates according to ISAE 3402 principles and leverages these standards 

to ensure transparency, compliance to standards such as PCI, HIPAA, SOX, data security and privacy, and 

threat protection for both inside and outside threats. As mentioned elsewhere, to provide assurances on 

our cloud-based services, Retarus works in cooperation with KPMG to audit our ISAE 3402 processes and 

has implemented the framework for security and operations. This decision to pursue ISAE 3402 as the 

operating standard for Retarus is based on multiple criteria. Retarus is also governed by internal IT 

Security policy; both IT SEC and ISAE 3402 documentation is included with RFP. 

To protect and ensure data is processed correctly at all phases of lifecycle, Retarus follows these strict 

guidelines at all times. 

Retarus ISAE 3402 Framework is based on ITIL V3. It is set up as a Type II Report and will be processed by 

independent service auditors, demanding management assertion and providing a system description, 

tests performed by service auditors and test results. ISAE 3402 incorporates internal audit plans and 

evidence which is exactly what ISO does as part of the management system The ISAE 3402 standard 

provides assurance to clients that the service organization has an appropriate and working risk control 

system in place, specifically addressing the needs of publicly listed companies, global clients and in 

particular financial institutions and insurance enterprises that decide to outsource central business 

processes. 

Scope of Retarus ISAE 3402: 

• Physical Security 

• Network and Security 

• User & Access Management 

• Customer Service Setup 

• Service Desk 

• Request Fulfillment 

• Change Management 

• Incident Management 

 
These processes are supported by and cross-linked with other vital and central processes like 

Information Security Management, Business Continuity, Disaster Recovery, Financial Controls, 

Governance, Risk Management, Asset Management and Training / Awareness covering altogether the 

central disciplines of ISO 2700x, but better adapted to Services as provided by Retarus. 

At the process level, access to information and technology is managed according to a strict hierarchy 

and the principle of need-to-know. Confidential data shall not be accessed by unauthorized persons. 

Authorization is granted only according to role. For customers with PHI, PI etc. requirements, it is highly 

likely that Retarus will maintain no content beyond the period it takes to deliver or receive and process 

the messages. Retarus has the ability to separate the meta-data/details pertaining to a message (such as 

sender/recipient, time of delivery/receipt, page count, etc.) from the actual content of the message that 

was sent ("deliver and delete" model). In this model, no content is stored beyond the transmission. Only 

call data records (CDR's) are stored for billing purposes. 
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At the product level, all data and processing is logically separated. Client data is strictly segregated 

according to Customer ID. Every system has a confidentiality classification which triggers the proper 

rights and logical access levels. Passwords for EAS portal access are securely stored as a salted hash in a 

database. Transfer of user directory data (if applicable) can be secured via VPN, SSH upon customer’s 

request. User data for such a use case is subject to agreed data protection agreement. Retarus does not 

view or review customer information. Encryption / VPN / TLS can be setup according to customer 

requirements. Some Retarus services allow customers to store and/or archive content related data 

within Retarus’ infrastructure for a period beyond the service transmission itself. In this case, store data 

is encrypted on KeyStore Device: XTS-AES cipher as proposed in IEEE P1619-2007 in combination with 

the SHA512 hash algorithm.  

Data in transit is protected through HTTPS, FTP(S), TLS (SSL), and VPN. Security and encryption used for 

data at rest includes AES encryption, PGP and S/MIME, and X.590 certificate encryption for data storage 

and access via EAS. Additionally, further protection is taken at the network and physical level to ensure 

that various compliance and technology standards are met, including SSAE16 and ISAE3402 

certifications. Data at rest is stored on physically encrypted drives. All service interfaces can be 

protected using the corresponding encrypted protocol eg HTTPS, SMTP/TLS, SFTP and FTPS. In addition, 

the access to Retarus fax services can be tunneled through a VPN.  

Added restrictions are designed so that organizations can prevent employees from accessing sensitive 

data, as well as to prevent Retarus employees from viewing faxes that are sent or received. Using a 

patented technology, faxes are encrypted using a public key so that the images are only accessed by 

authorized personnel who have the private key installed on their work station or server. This prevents 

internal employees from forwarding confidential documents to non-authorized individuals. All fax 

images can be set to be encrypted on server at rest if the images are going to be stored after delivery, 

but to ensure HIPAA compliance, Retarus also provides immediate document deletion as soon as the 

document is transmitted to the recipient.  

Retarus has multiple options for the storage of customer data. Retarus makes a strict distinction 

between document content and the meta-data or transmission history associated with a fax 

transmission. Retarus preserves the meta-data for upwards of 1 year by default and can maintain longer 

if necessary. This allows our clients to access all Call Detail Record (CDR) data via the Retarus EAS portal 

for the purposes of confirming delivery or receipt of any transmission that has traversed the Retarus 

network including telco level failures on inbound faxes. As to document content, these may be stored 

for a set period of time. Content images may be accessed directly via the EAS portal. 

In regards to data disposal, it is highly likely that Retarus will maintain no content beyond the period it 

takes to deliver or receive and process the messages. In the event Retarus does have data at the end of 

contract services, Retarus will work with purchasing entities’ authorized personnel to migrate data away 

from Retarus, as requested/required. Data will be retained, if not migrated, untouched until retention 

period is over. Retarus will enable for option for terminated accounts to recover data up until the 

contractually obligated period, including ensuring reporting portal is active up until this period. Retarus 

will also work with purchasing entity to migrate away data during this period once requested. Data 

media destruction, wiping and secure disposal including according documentation is part of the Data 

Media Management policy. Final disposal including certificate of destruction is carried out by specialized 

firm. According termination clauses are to be defined in according data processing agreement. 



` 
   Retarus Global Messaging - Cloud Services RFP: Utah Solicitation Number CH16012 | Submitted: 10/13/2016 | Page 38 

 

 

8.5.2 Offeror must describe how it intends to comply with all applicable laws and related to 
data privacy and security. 

 
RETARUS RESPONSE: As part of the implementation process, Retarus works with clients to deeply 

understand all of their requirements, including specifically those around data privacy and security. As a 

partnership, Retarus regularly makes changes to our system and processes which reflect new laws, 

regulations as they appear, and as informed/discussed as requirements with our clients. The framework 

Retarus has developed enables us to ensure compliancy now and forward in the future. 

An example for this is HIPAA compliance. When providing fax services in the US initially, Retarus worked 

closely with potential clients to scope the applicable laws and regulations around HIPAA & HITECH and 

how should product be designed. This close connection between clients and product teams enable for 

Retarus to meet existing laws as well as quickly shifting regulations for fast paced industries. 

Overall, Retarus always intends to comply with all applicable laws and regulations related to data privacy 

and security. Such examples of those include HIPAA and PCI. As an example, Retarus understands that 

companies under the HIPAA regulations require enhanced security features. To do so, Retarus meets 

HIPAA requirements for security, backup, audit, access control and encryption by safeguarding 

information security and supporting audit trail for compliance. Data in transit is protected through 

HTTPS, FTP(S), TLS (SSL), and VPN. Security and encryption used for data at rest includes AES encryption, 

PGP and S/MIME, and X.590 certificate encryption for data storage and access via EAS. Additionally, 

further protection is taken at the network and physical level to ensure that various compliance and 

technology standards are met, including SSAE16 and ISAE3402 certifications. 

Added restrictions are designed so that organizations can prevent employees from accessing sensitive 

data, as well as to prevent Retarus employees from viewing faxes that are sent or received. Using a 

patented technology, faxes are encrypted using a public key so that the images are only accessed by 

authorized personnel who have the private key installed on their work station or server. This prevents 

internal employees from forwarding confidential documents to non-authorized individuals. All fax 

images can be set to be encrypted on server at rest if the images are going to be stored after delivery, 

but to ensure HIPAA compliance, Retarus also provides immediate document deletion as soon as the 

document is transmitted to the recipient. 

As Retarus’ services and infrastructure are designed to keep organizations compliant with HIPAA, 

Retarus provides for centralized control and administration of fax communication across the entire 

organization as well as monitoring capabilities for fast troubleshooting and improved service. The 

Enterprise Administration Services portal provides a more in-depth level of compliance management 

through the ability to search for and return millions of records in milliseconds. It can focus on any 

specific message so that you can track the current status, number of pages, receiving fax number, and 

any of the processes that have been triggered. The Retarus fax infrastructure is designed so that it 

utilizes separate telecommunication grids and separate power grids to maintain a Hot/Hot, high 

availability environment where downtime is eliminated and critical messages can be processed 

regardless of outside factors. 

With specialized services to the healthcare industry, including enhanced security to protect Patient 

Health Information in compliance with HIPAA and Hi-Tech laws, Retarus provides organizations with the 
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flexibility to securely distribute virtually any document from any application using a centralized fax and 

delivery solution. With Retarus, the problems with manual faxing are immediately resolved; the system 

allows users to send and receive faxes directly from their email client or mobile devices, or integrate 

with their healthcare software applications to automate fax messaging completely in a user transparent 

manner that makes sending and receiving faxes an efficient, simple and cost effective process. 

As mentioned above, that is just one example of how Retarus complies with applicable laws related to 

data privacy and security. Retarus’ systems are designed in a way which ensures compliance for our 

customers. Access to information and technology is managed according to a strict hierarchy and the 

principle of need-to-know. Confidential data shall not be accessed by unauthorized persons. 

Authorization is granted only according to role. For customers with PHI, PI etc. requirements, it is highly 

likely that Retarus will maintain no content beyond the period it takes to deliver or receive and process 

the messages. Retarus has the ability to separate the meta-data/details pertaining to a message (such as 

sender/recipient, time of delivery/receipt, page count, etc.) from the actual content of the message that 

was sent ("deliver and delete" model). In this model, no content is stored beyond the transmission. Only 

call data records (CDR's) are stored for billing purposes. 

 
 

8.5.3 Offeror must describe how it will not access a Purchasing Entity’s user accounts or data, 
except in the course of data center operations, response to service or technical issues, 
as required by the express terms of the Master Agreement, the applicable Participating 
Addendum, and/or the applicable Service Level Agreement. 

 
RETARUS RESPONSE: Retarus will not ever access a purchasing entity’s user accounts or data, except in 

extreme circumstances. These include, and are regulated by SLA and MSA, data center operations, 

response to service or technical based issues, as required in MSA or other contractual documents, or a 

written request by authorized individuals. There are both technical and organizational security measures 

implemented to ensure data privacy is kept, and all terms of service are met, all of which are 

documented within ISAE 3402 and IT Security Policies. These include utilizing encryption methodologies, 

restricting access to systems, logging and audit tracking, and more. 

 

8.6 (E) PRIVACY AND SECURITY 
8.6.1 Offeror must describe its commitment for its Solutions to comply with NIST, as defined 

in NIST Special Publication 800-145, and any other relevant industry standards, as it 
relates to the Scope of Services described in Attachment D, including supporting the 
different types of data that you may receive. 

 
RETARUS RESPONSE: Pursuant to Attachment D, Retarus is committed to comply with NIST and any 

other standards as defined by the Participating State’s laws and regulations. As part of the 

implementation and onboarding process, Retarus will carefully assess the data security risk associated 

with each application. While Retarus’ services and data centers are designed to process High Risk Data, 

each application and onboarding will require careful definition and classification. 

Retarus is committed to providing the highest level of data security and assurance, and will continue to 

provide services designed to meet the highest risk classification. Per the implementation, however, if 
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applications are classified as HIGH RISK, additional measures may be taken to ensure utmost security 

and uptime. For example, VPN/Encryption may be required as would MPLS dedicated connection to 

multiple data centers to ensure highest level of processing quality. Those definitions would be make in 

conjunction with the participating states upon contract execution as states laws and individual 

regulation may change from state to state. 

As applicable to the proposal presented, Retarus is willing to comply with the requirements of both 

Attachment C and Attachment D. We understand and accept that to comply with the NIST Standards 

and Requirements, modifications of NIST Standards and Requirements may change, but Retarus is 

willing to comply to future requirements as they shift. These include: Maintaining the essential 

characteristics of a cloud service, remaining within the same service model for deployed services as well 

as sub-categories, and being able to support level of data risk proposed. Retarus will ensure and appoint 

a person responsible to maintaining these standards upon award of this RFP. 

 
 

8.6.2 Offeror must list all government or standards organization security certifications it 
currently holds that apply specifically to the Offeror’s proposal, as well as those in 
process at time of response. Specifically include HIPAA, FERPA, CJIS Security Policy, PCI 
Data Security Standards (DSS), IRS Publication 1075, FISMA, NIST 800-53, NIST SP 800- 
171, and FIPS 200 if they apply. 

 

RETARUS RESPONSE: 
•  HIPAA: Compliance for services and data centers  
•  HIPAA Certified: All Employees upon contact signature must be certified in proper data handling.  
•  Re-certification is on annual basis  
•  PCI DSS Certified: Both data centers and services. Only hosted fax vendor for both.  
•  FERPA: Compliant  
•  SSAE 16 / SOC 1 – Certified  

- SOC 2 – Retarus is undergoing SOC 2 certification. Expectations are for vendor approval to 
be completed around the same time as SOC 2 certification  

•  ISAE 3402 – Certified  
•  CSA Self-Assessment – Completed  
•  Fed Ramp – Currently being pursued  

 
8.6.3 Offeror must describe its security practices in place to secure data and applications, 

including threats from outside the service center as well as other customers co-located 
within the same service center. 

 

RETARUS RESPONSE: Retarus operates according to ISAE 3402 principles and leverages these standards 

to ensure transparency, compliance to standards such as PCI, HIPAA, SOX, data security and privacy, and 

threat protection for both inside and outside threats. To provide assurances on our cloud-based 



` 
   Retarus Global Messaging - Cloud Services RFP: Utah Solicitation Number CH16012 | Submitted: 10/13/2016 | Page 41 

 

services, Retarus works in cooperation with KPMG to audit our ISAE 3402 processes and has 

implemented the framework for security and operations. This decision to pursue ISAE 3402 as the 

operating standard for Retarus is based on multiple criteria. 

ISAE focuses on the Controls around Information Security, Contract Management, Delivery Organization 
& SLAs. These controls are defined in ISAE 3402 (also SSAE 16 and CSAE 3416). ISAE 3402s Control Clauses 
can be customized to suit the environment, operations and services. ISAE 3402 SOC 1 controls and Audit 
Reports include Service Organization Controls that impact the Internal Controls on Financial Reporting 
(ICFRs) of the client. 

Retarus ISAE 3402 Framework is based on ITIL V3. It is set up as a Type II Report and will be processed by 
independent service auditors, demanding management assertion and providing a system description, 
tests performed by service auditors and test results. ISAE 3402 incorporates internal audit plans and 
evidence which is exactly what ISO does as part of the management system The ISAE 3402 standard 
provides assurance to clients that the service organization has an appropriate and working risk control 
system in place, specifically addressing the needs of publicly listed companies, global clients and in 
particular financial institutions and insurance enterprises that decide to outsource central business 
processes. 

Scope of Retarus ISAE 3402: 

• Physical Security 

• Network and Security 

• User & Access Management 

• Customer Service Setup 

• Service Desk 

• Request Fulfillment 

• Change Management 

• Incident Management 

 
These processes are supported by and cross-linked with other vital and central processes like 
Information Security Management, Business Continuity, Disaster Recovery, Financial Controls, 
Governance, Risk Management, Asset Management and Training / Awareness covering altogether the 
central disciplines of ISO 2700x, but better adapted to Services as provided by Retarus. 
 

At the physical level: Physical protection of the network, servers and data that is processed on them. 

SSAE16 documentation provides specifics on security measures in place to physically protect Retarus 

hardware. Includes: Biometric scanning for access to server locations in datacenters, Closed circuit 

cameras monitoring both datacenter and NOC, Security guards at both datacenter and NOC, Logging 

of all access in both datacenters and NOC and restricted access to hardware in general. All Data 

Centers in the United States are SOC 1 certified and are Tier 3. 

 

Retarus provides shared managed services for a large variety of customers. All data and processing is 

logically separated. Client data is strictly segregated according to Customer ID. Every system has a 

confidentiality classification which triggers the proper rights and logical access levels. For US 

customers, the processing locations are: Equinix Ashburn, 21711 Filigree Court, Ashburn, VA 20147 & 

Equinix Chicago, 350 E Cermak Road, Chicago, IL 60616. Inside of those data centers, Retarus has its 

own cage, locked and separated from others in the data centers.  
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SSAE16 documentation provides specifics on security measures in place to physically protect Retarus 

hardware, and included with the RFP. 

 
At the process level, access to information and technology is managed according to a strict hierarchy and 
the principle of need-to-know. Confidential data shall not be accessed by unauthorized persons. 
Authorization is granted only according to role. For customers with PHI, PI etc. requirements, it is highly 
likely that Retarus will maintain no content beyond the period it takes to deliver or receive and process the 
messages. Retarus has the ability to separate the meta-data/details pertaining to a message (such as 
sender/recipient, time of delivery/receipt, page count, etc.) from the actual content of the message that 
was sent ("deliver and delete" model). In this model, no content is stored beyond the transmission. Only 
call data records (CDR's) are stored for billing purposes. 
 
At the product level, all data and processing is logically separated. Client data is strictly segregated 
according to Customer ID. Every system has a confidentiality classification which triggers the proper rights 
and logical access levels. Passwords for EAS portal access are securely stored as a salted hash in a database. 
Transfer of user directory data (if applicable) can be secured via VPN, SSH upon customer’s request. User 
data for such a use case is subject to agreed data protection agreement. Retarus does not view or review 
customer information. Encryption / VPN / TLS can be setup according to customer requirements. Some 
Retarus services allow customers to store and/or archive content related data within Retarus‘ 
infrastructure for a period beyond the service transmission itself. In this case, store data is encrypted on 
KeyStore Device: XTS-AES cipher as proposed in IEEE P1619-2007 in combination with the SHA512 hash 
algorithm. 
 

Data in transit is protected through HTTPS, FTP(S), TLS (SSL), and VPN. Security and encryption used for 
data at rest includes AES encryption, PGP and S/MIME, and X.590 certificate encryption for data storage 
and access via EAS. Additionally, further protection is taken at the network and physical level to ensure that 
various compliance and technology standards are met, including SSAE16 and ISAE3402 certifications. 
 
Added restrictions are designed so that organizations can prevent employees from accessing sensitive data, 
as well as to prevent Retarus employees from viewing faxes that are sent or received. Using a patented 
technology, faxes are encrypted using a public key so that the images are only accessed by authorized 
personnel who have the private key installed on their work station or server. This prevents internal 
employees from forwarding confidential documents to non-authorized individuals. All fax images can be set 
to be encrypted on server at rest if the images are going to be stored after delivery, but to ensure HIPAA 
compliance, Retarus also provides immediate document deletion as soon as the document is transmitted to 
the recipient. 
 
To describe the logging of security events and transaction logging, including critical transaction logging like 
security transgressions, logging of user logins to an application, logging of key transactions: Retarus’ 
procedures depend on: 
1) The different infrastructure components. Amongst others, the following are in place: 
- network segmentation (different DMZ/VLAN) 
- deactivation of unused services 
- active and passive monitoring (SNMP traps) 
- revision control at firewall level 
- central logging 
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2) Tool in use for log security: auditd 
- The auditd daemon provides logging of audit information from the kernel such as system calls, selinux 
denials and more. The daemon provides several mechanisms to ensure no event gets lost. System is halted 
in the case of any error or an out-of-disk space event. Auditd protects also against configuration changes. 
 
3) Configuration checking tool: AIDE (Advanced Intrusion Detection Environment) 
- Any change is immediately reported via e-mail to itsec@retarus.com 
 
Alerts are published to overhead projector and/or create notifications in the form of email, SMS and 
automated paging. An example of monitoring projection is included in confidential section. 
 
The monitoring process includes both internal and external checks of all systems/services. There are roughly 
2000 different monitors in the systems, examples include monitoring for MQ depth, roundtrip testing for 
inbound and outbound faxing and fax route monitoring for deliverability. Customized monitoring via 
customer request is possible. There are multiple process and monitors in place to prevent network intrusion: 
• Network and vulnerability scanner (Nessus) 
• IDS (Snort, Rkhunter) 
• System configuration checking: AIDE (Advanced Intrusion Detection Environment) 
 

 
8.6.4 Offeror must describe its data confidentiality standards and practices that are in place 

to ensure data confidentiality. This must include not only prevention of exposure to 
unauthorized personnel, but also managing and reviewing access that administrators 
have to stored data. Include information on your hardware policies (laptops, mobile 
etc). 

 
RETARUS RESPONSE: This is part of the ISAE3402 principles and rules in place, as well as the IT Security 

Policy. Please see additionally provided documentation. 

For data confidentiality, all data and processing is logically separated. Client data is strictly segregated 

according to Customer ID. Every system has a confidentiality classification which triggers the proper 

rights and logical access levels. 

Retarus meets requirements for security, backup, audit, access control and encryption by safeguarding 

information security and supporting audit trail for compliance. Data in transit is protected through 

HTTPS, FTP(S), TLS (SSL), and VPN. Security and encryption used for data at rest includes AES 

encryption, PGP and S/MIME, and X.590 certificate encryption for data storage and access via EAS. 

Additionally, further protection is taken at the network and physical level to ensure that various 

compliance and technology standards are met, including SSAE16 and ISAE3402 certifications. 
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Added restrictions are designed so that organizations can prevent employees from accessing sensitive 

data, as well as to prevent Retarus employees from viewing faxes that are sent or received. Using a 

patented technology, faxes are encrypted using a public key so that the images are only accessed by 

authorized personnel who have the private key installed on their work station or server. This prevents 

internal employees from forwarding confidential documents to non-authorized individuals. All fax 

images can be set to be encrypted on server at rest if the images are going to be stored after delivery, 

but to ensure HIPAA compliance, Retarus also provides immediate document deletion as soon as the 

document is transmitted to the recipient. 

The following rules apply to all systems processing internal information (e.g. BI, CRM, ERP etc.) as well as 

all systems processing data on behalf of Retarus‘ customers, partners or employees: 

General priority: all customer data is confidential and needs to be protected. 

• Principle of confidentiality, principle of need to know: data shall not be accessed by 

unauthorized persons. “Data owners” and “data processors” are clearly defined for all systems 

and all type of information. Only authorized personnel have physical and/or logical access to the 

information, and shall use their respective access rights only in accordance with the applicable 

regulations

• Principle of integrity: data shall not be modified or manipulated. “Data owners” and “data 

processors” are clearly defined for all systems and all type of information. Only authorized 

personnel have physical and/or logical access to the information and shall use their respective 

access rights only in accordance with the applicable regulations

• Principle of availability: infrastructure components and data shall be available according to 

contractual arrangements. Access is only permitted to staff members that have been duly 

authorized by the information owner.

• Principle of authenticity: authorship and immutability of relevant data shall be ensured

• Principle of legal and technical compliance: relevant provisions for data processing shall be 

respected (legal obligations and accordance to third party certifications)

• Principle of information: customers shall be comprehensively notified in the event of damage or 

abuse

Effort and objectives of security measures shall be proportionate each to the other. The consideration of 

legal provisions and of resulting safety measures shall be adequate to the protective purpose and are 

subject to a respective exam. 

The policy “20140103_V2.3 - Mobile Device Management Policy“ for the use of mobile devices describes 

the corresponding best practices in detail. Policy is included in confidential section. 

The rules cover (amongst others) the following: 

• Care when using mobile devices, especially against leaving the devices unattended

• Only store necessary data on the devices

• Prohibition against connecting “found“ devices such as USB sticks to a computer/laptop/device. 

If needed, these media shall be inspected by ITO in isolated environments

• In cases of loss or theft of mobile devices it is mandatory to inform ITSec@retarus.com 

immediately

mailto:ITSec@retarus.com
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• Connection to the corporate network via a notebook or a laptop is only permitted and possible 

via VPN with two-factor authentication (RSA token, SMS passcode)

 

8.6.5 Offeror must provide a detailed list of the third-party attestations, reports, security 
credentials (e.g., FedRamp), and certifications relating to data security, integrity, and 
other controls. 

 
RETARUS RESPONSE: Retarus has listed of all third-party reports, attestations, credentials, and 

certifications related to data security, integrity and other controls. Those include: 

• SSAE 16

• PCI DSS

• ISAE3402

• CSA

 
8.6.6 Offeror must describe its logging process including the types of services and devices 

logged; the event types logged; and the information fields. You should include detailed 
response on how you plan to maintain security certifications. 

 
 

RETARUS RESPONSE: Retarus monitors all relevant systems 24/7 via Network Operations Centers in the 
United States and in Germany. The US NOC has general responsibility for US systems. There are 2 central 
sources for status information:  

 
•  Proprietary check system with passive checks written in Perl and customized to monitor all  
•  services  
•  Icinga (Nagios) system with active and passive checks running via NRPE or SNMP  
•  Real-time network monitoring  
•  Real-time internet connectivity monitoring  
•  Multilevel, multivendor virus protection  
•  Security management systems  
•  Dedicated SYSLOG journal  

 
Alerts are published to overhead projector in real-time and/or create notifications in the form of email, 
SMS and automated paging. 

As per Security Certifications, the ISAE 3402 examination process conducted by an external auditor 

forsees regular reviews every 3 months. 

 
 

8.6.7 Offeror must describe whether it can restrict visibility of cloud hosted data and 
documents to specific users or groups. 

 

RETARUS RESPONSE: Yes, Retarus provides a way to group users to provide limitations to documents, 

data, etc. One possible way to accomplish this would be utilizing EAS, Admins would group users into 
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groups and set permissions on visibility and access. Among other things, as an example, you can specify 

at which workplaces Retarus Mail-to-Fax can be used. You can also block transmission to certain fax 

numbers which users of Retarus Mail-to-Fax will then be unable to reach. You provide us with all the 

settings and we will install and activate Retarus Mail-to-Fax for you. You will then receive an overview 

of setting options for Retarus Mail-to-Fax which you can adjust at any time at the Enterprise 

Administration Services (EAS) portal. 

 
 

8.6.8 Offeror must describe its notification process in the event of a security incident, 
including relating to timing, incident levels. Offeror should take into consideration that 
Purchasing Entities may have different notification requirements based on applicable 
laws and the categorization type of the data being processed or stored. 

 

RETARUS RESPONSE: No specific Customer contact has yet been identified as the escalation point for 
security incidents. Usually, this is part of the implementation process. Retarus will contact the 
designated individual(s) (and/or escalation list) directly via phone to report the nature of the incident. 
No security related information will be passed via email in the event of any incident report. Retarus 
maintains contacts at regulatory bodies and government agencies that may also be required to be 
notified in the event of a breach. Again, no information regarding such an incident would be passed via 
email. 

 
 
 

8.6.9 Offeror must describe and identify whether or not it has any security controls, both 
physical and virtual Zones of Control Architectures (ZOCA), used to isolate hosted 
servers. 

 
RETARUS RESPONSE: This is covered by Retarus’ ISAE 3402 disciplines: 

 
• Physical Security 

• Network and Security 

• User & Access Management 

• Customer Service Setup 

• Service Desk 

• Request Fulfillment 

• Change Management 

• Incident Management 

 
These processes are supported by and cross-linked with other vital and central processes like 

Information Security Management, Business Continuity, Disaster Recovery, Financial Controls, 

Governance, Risk Management, Asset Management and Training / Awareness covering altogether the 

central disciplines of ISO 2700x, but better adapted to Services as provided by Retarus. 
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8.6.10 Provide Security Technical Reference Architectures that support Infrastructure as a 
Service (IaaS), Software as a Service (SaaS) & Platform as a Service (PaaS). 

 
RETARUS RESPONSE: Retarus provides shared managed messing services. Technical reference 

architecture depends on the nature of the provided service. Common components across the services 

are load balancers, rendering clusters, image and line servers. The strategy entails the maintenance of a 

fully mirrored duplicate site which will enable instantaneous switching between the sites and multi- 

carrier connectivity. Network architecture demonstrates SaaS structure as client has not option to 

control services once messages hit Retarus infrastructure. 

 

8.6.11 Describe security procedures (background checks, foot printing logging, etc.) which are 
in place regarding Offeror’s employees who have access to sensitive data. 

 

RETARUS RESPONSE: Retarus has a strong policy with regards to background checks. Prior to 

employment, Retarus conducts national and statewide criminal background screenings. That is a 

condition for employment. Furthermore, Retarus has a formal Drug Free Workplace policy. Retarus 

conducts background and drug screenings prior to employment, and regular screenings during 

employment. This policy is incorporated into the employee handbook, and acceptance of the policy is 

required prior to employment. Retarus also undertakes HIPAA training for all employees, even those in 

non-critical positions, so that all employees are certified in the proper handling of sensitive data as well 

as procedures utilized to ensure compliance. 

To describe the logging of security events and transaction logging, including critical transaction logging 

like security transgressions, logging of user logins to an application, logging of key transactions: Retarus’ 

procedures depend on: 

1)   The different infrastructure components. Amongst others, the following are in place:  

 - network segmentation (different DMZ/VLAN)  

 - deactivation of unused services  

 - active and passive monitoring (SNMP traps)  

 - revision control at firewall level  

 - central logging  

 2) Tool in use for log security: auditd  

 - The auditd daemon provides logging of audit information from the kernel such as system calls, 
selinux denials and more. The daemon provides several mechanisms to ensure no event gets 
lost. System is halted in the case of any error or an out-of-disk space event. Auditd protects also 
against configuration changes.  

 3) Configuration checking tool: AIDE (Advanced Intrusion Detection Environment)  

 - Any change is immediately reported via e-mail to itsec@retarus.com  

 
8.6.12 Describe the security measures and standards (i.e. NIST) which the Offeror has in place 

to secure the confidentiality of data at rest and in transit. 

mailto:itsec@retarus.com
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RETARUS RESPONSE: Retarus has several standards in place to ensure that data is always secured. 

Included in these measures are ISAE3402, IT Security Policy and data security standards including 

encryption and deliver and delete methodology. Additional standards include HR related items like 

background checks on employees, drug screening and testing, compliance training and certification and 

more. IT Security and ISAE3402 policies are included with this RFP. Please see answer for question 6.7, 

“Best Practices” for more detailed information on how data at rest and in transit is secured. 

 

8.6.13 Describe policies and procedures regarding notification to both the State and the 
Cardholders of a data breach, as defined in this RFP, and the mitigation of such a 
breach. 

 
RETARUS RESPONSE: This is part of the ISAE3402 principles and rules in place. Please see additionally 

provided documentation. Definition of support procedure and according escalation point for incidents is 

part of the implementation process. Retarus will contact the designated individual(s) (and/or escalation 

list) directly via phone to report the nature of the incident, immediately after finding said incident. No 

security related information will be passed via email in the event of any incident report. Retarus 

maintains contacts at regulatory bodies and government agencies that may also be required to be 

notified in the event of a breach. Retarus offers three distinct service levels to customers, as defined by 

the customer's SLA. Depending on the level and the urgency of an issue, different notification and 

escalation times may apply. 

SLAs are negotiated and implemented on an individual per customer basis. For information purposes, a 

sample SLA Agreement is provided along with this RFP. 

Escalation may be in response to a reported issue or may also be triggered by the alarming functions of 

the system monitoring processes. There is a single point contact address, ITSec@retarus.com, that is 

tied directly into the ticketing system, which also alerts relevant parties to a potential issue. Retarus 

utilizes OTRS (Open Ticket Request System) as ticket management system to track issues and resolution 

for both system alerts and service issues (SPOC). 

Ticket Management Scope: 

- Incident Management 

- Problem Management 

- Service Request Management 

- Knowledge Management 

- IT Security Tickets 

- SLA Management 

Ticketing system has been configured to overlay directly with Retarus services, customer information 

and problem management process and escalation. Alerts are integrated with proprietary monitoring 

processes and may generate automatic tickets with appropriate escalation based on issue. Once a ticket 

is assigned, it is governed by ticketing SLA for resolution and escalation. All client interactions are 

documented in the ticket and all steps to resolve are documented as well. If ticket is initiated by 

customer, customer is informed of ticket number and status once this has been reviewed by a 

technician. This notice is sent according to predefined client SLA. OTRS ticketing is also integrated into 

mailto:ITSec@retarus.com
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the EAS portal and the customer’s administrative personnel may track ticket progress and/or past ticket 

history directly via the portal. 

Once data breach is resolved, Retarus will follow proposed mechanisms as discussed in question 8.3: (E) 

WORKING WITH PURCHASING ENTITIES. This includes, the contract manager will act also as a single 

point of contact for all communications between NASPO and participating state procurement offices, 

ensure SLA review and remedies are appropriated as necessary. This will also involve working with the 

incident management team to schedule post-incident reviews for NASPO and all participating state 

procurement offices. Retarus will provide and adhere to all reporting requirements as defined in the 

MSA or SLA. Provided there are additional requests, the contract manager will serve as the primary 

point of contact for legal requests. The contract manager and incident manager will be primarily 

responsible for ensuring that post breach measures are promptly implemented, and to document 

response actions taken as result of the data breach. This include all measures incurred as of effects of 

data breach, such as investigations, website creating, credit monitoring service, and more. 

 
 

8.7 (E) MIGRATION AND REDEPLOYMENT PLAN 
8.7.1 Offeror must describe how it manages the end of life activities of closing down a 

service to a Purchasing Entity and safely deprovisioning it before the Offeror is no 
longer contractually obligated to maintain the service, include planned and unplanned 
activities. An Offeror’s response should include detail on how an Offeror maintains 
security of the data during this phase of an SLA, if the Offeror provides for redundancy 
during migration, and how portable the data is during migration. 

 
RETARUS RESPONSE: This is part of the ISAE3402 principles and rules in place. Please see additionally 

provided documentation. Provided a Purchasing Entity wants to move away from Retarus, Retarus will 

make all efforts to ensure operation and migration is successful. 

Cancellation terms are dictated within MSA, and upon receiving notice, Retarus’ Contract Manager will 

work internally to provide timely shut down of services. Additionally, Contract Manager will work with 

the Purchasing Entity to synch up timelines, migration path, and necessary resources. It is the 

responsibility of the Purchasing Entity to ensure that new vendor is established within dictated 

timeframe. Depending on delays in this regard, Retarus would be able to extend service life as long as it 

is within confines of agreed terms. 

Currently, there is no description in the standard SLA which governs the return of data to a customer. 

Retarus does not own the customer’ data, and will provide all avenues to work with purchasing entity to 

return data as applicable. Per MSA and SLA inclusion, data will not be destroyed until after obligation 

period is over. Until that point, Retarus will provide a methodology and process for standard assistance 

of data records recovery and return. 

Until end of life is completed, Retarus will work with Purchasing Entities to ensure redundancy and data 

migration. Data is available in excel / csv from EAS, and access will not be decommissioned until end of 

life is completed. 
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8.7.2 Offeror must describe how it intends to provide an orderly return of data back to the 
Purchasing Entity, include any description in your SLA that describes the return of data 
to a customer. 

 

RETARUS RESPONSE: Currently, there is no description in the standard SLA which governs the return of 

data to a customer. Retarus does not own the customer’ data, and will provide all avenues to work with 

purchasing entity to return data as applicable. Per MSA and SLA, data will not be destroyed until after 

obligation period is over. Until that point, Retarus will provide a methodology and process for standard 

assistance of data records recovery and return. 

 

8.8 (E) SERVICE OR DATA RECOVERY 
8.8.1 Describe how you would respond to the following situations; include any contingency 

plan or policy. 
a. Extended downtime. 
b. Suffers an unrecoverable loss of data. 
c. Offeror experiences a system failure. 
d. Ability to recover and restore data within 4 business hours in the event of a 

severe system outage. 
e. Describe your Recovery Point Objective (RPO) and Recovery Time Objective 

(RTO) 
 

RETARUS RESPONSE: Please see response to below 8.8.2 as it covers disaster recovery policy in place, as 
well as contingency planning. 

 
8.8.2 Describe your methodologies for the following backup and restore services: 

a. Method of data backups 
b. Method of server image backups 
c. Digital location of backup storage (secondary storage, tape, etc.) 
d. Alternate data center strategies for primary data centers within the 

continental United States. 
 

RETARUS RESPONSE: Both business continuity (BC) and disaster recovery (DR) plans are in place and 

provided along with this questionnaire. 

- The DR plan covers the following topics: 

 Information Technology Statement of Intent 

 Policy Statement 

 Objectives 

 Breakdown by Regions/Staff contacts/Calling tree 

 Plan Overview 

 Emergency Response (Alert, Escalation and DRP Activation) 

 Insurance 

 Financial and Legal Issues 

 DRP Exercising 

 Management of DR Activities 
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- The BC plan covers the following topics: 

• Preface 

• Breakdown by Regions/Staff contacts/Calling tree 

• Plan Distribution List 

• Staff-Contacts 

• Key Staff Roles & Responsibilities/Emergency boards 

• Vendors & Contractors 

• Business Contact List 

• Risks: Loss of buildings HQ/DC, loss of data, IP/network down, power down... 

• Insurance Details 

The “zero-hour downtime design” of the infrastructure allows Retarus to reduce DR time objectives to a 

minimum in the case of wide area catastrophe scenarios. Depending on customer’s requirements, RPO 

and RTO objectives can be agreed in contract. 

 
 

8.9 (E) DATA PROTECTION 
8.9.1 Specify standard encryption technologies and options to protect sensitive data, 

depending on the particular service model that you intend to provide under this 
Master Agreement, while in transit or at rest. 

 

RETARUS RESPONSE: As defined prior, Retarus operates according to ISAE 3402 principles and leverages 

these standards to ensure transparency, compliance to standards such as PCI, HIPAA, SOX, data security 

and privacy, and threat protection for both inside and outside threats. Below are the technologies used 

to protect sensitive data, for our fax services, while in transit or at rest. 

Transport: Security/Encryption for data that is being exchanged between client and Retarus. 

Includes:  

• Standard transport-layer secure protocols such as HTTPS, SFTP, SSL (TLS) and IP-SEC VPN, MPLS.  
 

Content: Security/encryption for document payload and/or documents that are stored on 

retarus infrastructure. 

Includes:  

• AES encryption for data-at-rest  

• PGP and S/MIME for encrypting content  

• PDF password protection  

• X.509 certificate encryption for data stored and accessed via EAS.  

• ETC = We can build new processes as per customer requirements like x.509 was done for 
specific customer  

 

 
At the product level, all data and processing is logically separated. Client data is strictly segregated 
according to Customer ID. Every system has a confidentiality classification which triggers the proper rights 
and logical access levels. Passwords for EAS portal access are securely stored as a salted hash in a database.  
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Transfer of user directory data (if applicable) can be secured via VPN, SSH upon customer’s request. User 
data for such a use case is subject to agreed data protection agreement. Retarus does not view or review 
customer information. Encryption / VPN / TLS can be setup according to customer requirements. Some 
Retarus services allow customers to store and/or archive content related data within Retarus‘ 
infrastructure for a period beyond the service transmission itself. In this case, store data is encrypted on 
KeyStore Device: XTS-AES cipher as proposed in IEEE P1619-2007 in combination with the SHA512 hash 
algorithm.  
Data in transit is protected through HTTPS, FTP(S), TLS (SSL), and VPN. Security and encryption used for 
data at rest includes AES encryption, PGP and S/MIME, and X.590 certificate encryption for data storage 
and access via EAS. Additionally, further protection is taken at the network and physical level to ensure that 
various compliance and technology standards are met, including SSAE16 and ISAE3402 certifications. 
 
Added restrictions are designed so that organizations can prevent employees from accessing sensitive data, 
as well as to prevent Retarus employees from viewing faxes that are sent or received. Using a patented 
technology, faxes are encrypted using a public key so that the images are only accessed by authorized 
personnel who have the private key installed on their work station or server. This prevents internal 
employees from forwarding confidential documents to non-authorized individuals. All fax images can be set 
to be encrypted on server at rest if the images are going to be stored after delivery, but to ensure HIPAA 
compliance, Retarus also provides immediate document deletion as soon as the document is transmitted to 
the recipient. 
 

8.9.2 Describe whether or not it is willing to sign relevant and applicable Business Associate 
Agreement or any other agreement that may be necessary to protect data with a 
Purchasing Entity. 

 
RETARUS RESPONSE: Yes, Retarus will sign a BAA or any other agreement which is necessary to protect 

data with a purchasing entity. Retarus has executed BAA with its healthcare customers in the past as 

assurances for data security and privacy, and is willing to do so for any applicable purchasing entity. 

Retarus has attached its standard BAA with this RFP. Additional documents, or changes to the BAA 

would need to be reviewed when requested. 

 

8.9.3 Offeror must describe how it will only use data for purposes defined in the Master 
Agreement, participating addendum, or related service level agreement. Offeror shall 
not use the government data or government related data for any other purpose 
including but not limited to data mining. Offeror or its subcontractors shall not resell 
nor otherwise redistribute information gained from its access to the data received as a 
result of this RFP. 

 
RETARUS RESPONSE: Retarus will utilizes data solely as described in the Master Agreement or any 

additional agreements. All customer data is protected, as stated elsewhere in the RFP, and will not be 

used for purposes like data mining. No one associated with this RFP, either Retarus or affiliates, will 

redistribute information gained from access to the data. As mentioned previously, data is protected, 

access is logged, and logically separated. 



` 
   Retarus Global Messaging - Cloud Services RFP: Utah Solicitation Number CH16012 | Submitted: 10/13/2016 | Page 53 

 

8.10 (E) SERVICE LEVEL AGREEMENTS 
8.10.1 Offeror must describe whether your sample Service Level Agreement is negotiable. If 

not describe how it benefits purchasing entity’s not to negotiate your Service Level 
Agreement. 

 

RETARUS RESPONSE: Yes, Retarus’ SLA is negotiable and flexible. This includes guarantees of uptime, 

claims for credit, remedies, first attempt for delivery, etc. 

 

8.10.2 Offeror, as part of its proposal, must provide a sample of its Service Level Agreement, 
which should define the performance and other operating parameters within which 
the infrastructure must operate to meet IT System and Purchasing Entity’s 
requirements. 

 
RETARUS RESPONSE: Yes, Retarus’ SLA is attached. The SLA is flexible and negotiable and already 

contains the basic level required for this RFP on uptime/availability (99.5%). Historical uptime: 99.999% 

over the last 5 years - 0.001% caused by unexpected load and/or component deficiencies  

 
 
 

8.11 (E) DATA DISPOSAL 
Specify your data disposal procedures and policies and destruction confirmation process. 

 

RETARUS RESPONSE: Data media destruction, wiping and secure disposal including according 

documentation is part of the Data Media Management policy. Final disposal including certificate of 

destruction is carried out by specialized firm. According termination clauses are to be defined in 

according data processing agreement. 

 

8.12 (E) PERFORMANCE MEASURES AND  REPORTING 
8.12.1 Describe your ability to guarantee reliability and uptime greater than 99.5%. 

Additional points will be awarded for 99.9% or greater availability. 
 

RETARUS RESPONSE: As per the Retarus standard SLA: Availability of the Retarus System. 

(a) The Retarus System shall be available at least ninety-nine point five percent (99.5%) of the time 

each month during the term of this Agreement (24 hours per day, including Sundays and bank holidays). 

Contractually, Retarus guarantees this reliability and uptime. If Retarus cannot satisfy the SLA, Retarus 

shall credit to customers damages. It should be noted that the SLA is flexible and negotiable. Uptime of 

99.9% has been contractually provided to other customers in the past. Historical uptime: 99.999% over 

the last 5 years - 0.001% caused by unexpected load and/or component deficiencies. 
 

8.12.2 Provide your standard uptime service and related Service Level Agreement (SLA) 
criteria. 

RETARUS RESPONSE: Below is the Retarus standard uptime service and related SLA criteria. 
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Service Level Standards 

 
The following service level standards will be in effect: 
 
1. Availability of the Retarus System.   
(a) The Retarus System shall be available at least ninety-nine point five percent (99.5%) of the time 
each month during the term of this Agreement (24 hours per day, including Sundays and bank holidays)  
(b) Additionally, Retarus will provide inbound fax line availability at least ninety-eight percent (98%) of 
the time on the Retarus System on average each month during the term of this Agreement (24 hours per 
day, including Sundays and bank holidays).  
 
The following periods shall not be considered when calculating any unavailability for (a) and (b) above:  
 
(i) unavailability due to emergency maintenance services on the Retarus System, or 
(ii) downtime due to a Force Majeure Event or any other reason outside the Retarus System.   
 
“A Force Majeure Event” is defined as an unforeseeable event that is beyond the reasonable control of a 
Party and the effects of which could not reasonably be avoided by such Party, including, without limitation:  
fire, flood, acts of God, labor disputes, accidents, acts of war or terrorism, interruptions of transportation or 
communications occurring outside the Retarus System, supply shortages or the failure of any third party to 
perform any commitment relative to the production or delivery of any equipment, material or services 
required for such Party to perform its obligations hereunder.   
 
In the event the Retarus System has availability of less than 99.5% at any time and for any reason, Retarus 
shall make (and be permitted by the Customer to make) reasonable efforts to restore the Services as soon 
as reasonably possible, and the Customer shall fully cooperate with Retarus’ efforts to restore such Services. 
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2. First Attempt to provide Retarus Service.   
(a) Outbound Traffic.  Subject to its availability, as set forth above, the Retarus System shall have a target 

capacity that allows, on average per calendar month, the first dial attempt to be initiated within fifteen 
(15) minutes from Retarus’ receipt of the respective Messaging Order.  A Messaging Order is defined 
as an order of the Customer to provide Services on a specific Message, provided the order (i) is in 
compliance with Retarus’ required format and transmittal protocol and (ii) the Retarus System is in 
complete, actual and unrestricted possession of all connection and content data that is technically or 
content-wise necessary to deliver the requested Services in respect of such Messaging Order.  Status 
Reports regarding Messaging Orders will be available on the EAS Portal.  

(b) Inbound Traffic.  Subject to its availability as set forth above, the Retarus System shall have a target 
capacity that allows, on average per calendar month, the first delivery attempt to be initiated within 
fifteen (15) minutes of completion of processing inbound fax documents.  Provided that the Customer’s 
infrastructure is available, Retarus will deliver to Customer via the agreed pre-designated transmission 
protocol, i.e., SMTP, web services and/or FTP.   

(c) Multiple Messaging Orders within one transmission period to a single destination will be processed in 
sequence according to Retarus’ never-busy message distribution technology.  The first attempt for one 
of these multiple Messaging Orders then fulfills the requirements of this SLA. As for Messaging Orders 
with distribution lists, this standard will be fulfilled according to the following matrix which defines the 
period of first attempt of all numbers within the distribution list: 

Size of list Time for first attempt  
of all numbers in minutes 

express 

1.000 15 yes 
5.000 30 yes 
10.000 50 yes 
20.000 70 yes 
   
500 30 no 
1.000 90 no 
5.000 180 no 
10.000 240 no 
20.000 360 no 
   

 
For Messaging Orders with personalization, the first dial attempt shall occur upon the completion of the 
personalization/merge action.   
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8.12.3 Specify and provide the process to be used for the participating entity to call/contact 
you for support, who will be providing the support, and describe the basis of 
availability. 

 

RETARUS RESPONSE: Retarus has attached the Support and Escalation handbook, which is provided to 

customers. The Retarus Help Desk is provided as a tool and extension of your operations. As such, you 

are provided access to global support professionals which assist with service specific operational issues 

around the world. Regardless of time, location, or date, Retarus’ Help Desk is provided for customers to 

ensure your business processes operate as they should. Retarus provides support service 24/7/365. The 

customer support team may be reached via phone, fax or email at all times. Retarus’ Help Desk is staffed 

by internal employees only. 

Post implementation support by qualified IT staff is provided 24x7 via E-Mail and/or telephone. Retarus 

adheres to a Tier 2 support methodology in that we provide access to qualified technical and 

engineering resources vs. the standard call center operators. Tickets may also be submitted and tracked 

via the EAS portal. After reporting a problem, the Customer will get a reply from the Retarus HelpDesk, 

which includes the Reference ID, a seven digit long code that will be shown in the subject of every e-mail 

to and from the Retarus Help Desk. 

Retarus offers three distinct service levels to customers, as defined by the customer's SLA. Depending on 

the level and the urgency of an issue, different notification and escalation times may apply. 

To reach the Help Desk and Support teams, Retarus provides the following options: 
 

 Online Ticket Submission (via EAS portal) 

 Phone Support (via 1-844-Retarus) 

 E-Mail Support (via Support@Retarus.com) 

 Tier II Support (via dedicated Sales Account Representatives in the event of escalation) 

Additional features are also provided from the Help Desk and Support teams in order to ensure a 

complete support experience. This include: 

 Account Administration 

 Message Tracking 

 Notification of System Issues (small delays to service outages) 

 Problem Analysis and Resolution 

 Training on Service and Tools 

In the event of a trouble report submission, the Retarus Help Desk will respond either by direct phone 

interaction with the customer or via email support. Once the request is received, a tracking ticket is 

generated, and an email response with include the ticket number assigned to your issue. With Retarus, 

all tickets are reviewed by a live member of the Help Desk team prior to ticket number allocation. This 

ensures that once a ticket number is assigned, a member of the team is actively working on identifying 

and correcting the issue. 

mailto:Support@Retarus.com
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To reach a Retarus Help Desk and Support Representative, please refer to the following best practices 

for maximizing efficiency. 

 
      For high or medium priority issues, it is recommended you email support at support@retarus.com 

to open a ticket prior to engaging the Retarus Help Desk via phone. Email is preferred to ensure 

the most accurate information is communicated on any issue, and can be followed up with a call 

to ask for prioritization. However, you can call Retarus’ Help Desk @ 1-(844)-Retarus to open a 

support ticket at any time. It is critical that your call be directed to that number in order to ensure 

your request is handled promptly and in accordance with our policies and best practices. Phone 

support is available 24 hours per day, every day of the year. At Retarus, we strive to ensure you 

never have to leave a voicemail and someone will be on hand to take your request as soon as 

possible. 

 
      For low priority issues, you may use email support at: support@retarus.com. Issues may be tracked 

via the EAS (Enterprise Administration Service) portal on the Reports/Support Tickets link. It is 

critical that your email be directed to the address above, and not an individual, to ensure that your 

request is handled promptly and in accordance with our policies and best practices. Email support 

on all services is available and monitored 24 hours per day, for every day of the year. 

 
      For support related to issues or to submit a support request online, go to https://eas.retarus.com 

to log-on or for more information on our EAS portal. Once logged in, click on the Support button 

on the left of the screen. A quick link is available here: Support Tickets. From there, you can get 

further information on your services, obtain contact information, track and report on individual 

tickets and users or historical data, as well as create new support tickets. 

 
Retarus’ Global Customer Service Center strives to resolve a service outage on a timely basis. Should 

delays occur, it may become necessary to escalate the trouble ticket to higher levels of management. 

Escalations may be initiated by the customer, by Retarus personnel, or, may result from automated 

system escalation policies. 

 
If a customer believes a reported outage is not being handled on a timely basis or that the Retarus 

personnel are unresponsive; the customer can initiate the escalation process by calling the help desk or 

using the matrix below. After the customer reaches a Retarus Engineer, they can request the ticket be 

escalated to the next level of management to expedite the trouble resolution. Retarus Engineers, who 

have access to all corporate resources, receive notification of escalation and are responsible to provide 

a high quality solution to customer’s problem in as expeditious a manner as possible. 

 
When escalating a problem, the following information should be provided: 

     Company name 

      Caller's name and telephone number 

     Retarus ticket number(s) 

      Trouble description (e.g., out of service, service degraded, etc.) 

mailto:support@retarus.com
mailto:support@retarus.com
https://eas.retarus.com/
https://eas.retarus.com/PicoPortal?id=otrsTicket
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      The action or resolution requested 
 
 

A reported problem is not considered resolved until an engineer has fully diagnosed the problem, 

recommended a solution and Retarus or the customer has successfully implemented the solution. The 

engineer will not close the trouble ticket until the customer confirms that the problem is resolved. In 

some cases you may be notified 7 days before the ticket is set to auto-close. 

 

Escalation Timeframes – United States 

The time frames associated with the escalation levels are below. These guidelines represent the suggested 

times for escalating to the next level. This does not mean that all issues will necessarily be resolved within 

these time frames. 

 

 

 

Retarus Help Desk Escalation Contacts – United States         

 

 

 

 

 

Elapsed Time Priority 1* Priority 2* Priority 3* 

  1 - Hour Escalation Level 1   

  2 - Hour Escalation Level 2 Escalation Level 1  

  4 - Hour Escalation Level 3 Escalation Level 2 Escalation Level 1 

  6 - Hour Escalation Level 4 Escalation Level 3 Escalation Level 2 

24 - Hour Escalation Level 5 Escalation Level 4 Escalation Level 3 

48 - Hour  Escalation Level 5 Escalation Level 4 

72 - Hour   Escalation Level 5 
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Target Periods for Response to Customer’s Ticket Request 
 
Errors and user problems are classified as follows:  

Class 1 
 

Critical errors or issues: the Retarus services are disabled or unreachable. 

Class 2 
 

Impaired deliverability or service functionality working intermittently. 

Class 3 Minor issues or user problems: such errors which are not contained in Class 1 or 2.  

The classification of user problems and errors is undertaken by Retarus on the basis of reports by the 
Customer and is communicated to the Customer upon his/her request immediately after said report.  

  

Escalation Level Name Title or Responsibility Contact Information 

1 To be provided Retarus 24/7 Support To be provided  

2 To be provided 

Head of IT 

Implementation and 

Support 

To be provided 

3 To be provided 
Director / Contract 

Manager 
To be provided 

4 To be provided 
Executive Vice President, 

North America 
To be provided 

5 To be provided President and CEO To be provided 
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Retarus will respond to proper Customer’s reports within the following target periods:  

Error Class Target Periods for Response to Customer’s Reports  

24x7 

Class 1 2 hrs 

Class 2 1 working day 

Class 3 3 working days 

The target periods commence upon the proper report of an error or user problem by the Customer. It is 
sufficient as a response if the Retarus contact person phones the Customer in order to analyze and 
investigate the reported error or the reported user problem.  
 
Retarus will immediately render services aimed at removing the reported error or the reported user 

problem within the following target periods.  

Error Class Target Periods for the Services Aimed at Removing Errors and Solving User Problems  

24x7 

Class 1 8 hrs 

Class 2 2 working days 

Class 3 5 working days 

 

8.12.4 Describe the consequences/SLA remedies if the Respondent fails to meet incident 
response time and incident fix time. 

RETARUS RESPONSE: Retarus SLAs are flexible and negotiable, but standard remedy is below.  

Claim for Credit.  If Retarus fails to satisfy any of the foregoing Service Level Standards of this SLA, in each 

case unless due to a Force Majeure event or any other reason outside the Retarus System, Retarus shall 

credit to Customer, as Customer’s sole remedy, liquidated damages in the amount of 15 % of the monthly 

Base Fees set forth in Exhibit A to this Agreement, limited per month to a total of 60% of the monthly Base 

Fees if both the average availability falls below 99.5% or 98% respectively as set forth in Section 1 of this SLA 

and the time for initiation of outbound dialing or inbound delivery, respectively exceeds an average of fifteen 

minutes as set forth in Section 2 of this SLA.  Similarly, in the unlikely event that more than three (3) Messages 

shall be lost within the Retarus System in any month, and not due to an event of Force Majeure, or any other 

reason outside the Retarus System, as Customer’s sole remedy Retarus shall both credit Customer the cost 

of each lost message and Customer’s reasonable costs and expenses incurred to repair or restore the 

Messages, if and to the extent the Customer properly stored the Messages, subject to the limitations of 

liability set forth in the Agreement to which this SLA is attached.  Credit that is not used shall expire six (6) 

months after the month in which it is issued.  Any credit issued to the Customer hereunder shall be set off 

against and reduce any liability of Retarus payable pursuant to Limitations of Liability Section of the 

Agreement to which this Exhibit C is attached. 
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Exclusive Remedy.  The service fee adjustments outlined in this Service Level Agreement shall be Retarus’ 

sole liability and Customer’s sole remedy for failure to meet the Service Levels outlined in this Service Level 

Agreement. 

 
8.12.5 Describe the firm’s procedures and schedules for any planned downtime. 
 

RETARUS RESPONSE: Retarus does not have any planned downtime with the service. The architectural 
strategy entails the maintenance of a fully mirrored duplicate site which will enable instantaneous switching 
between the sites and multi-carrier connectivity. There is no scheduled maintenance “downtime” associated 
with the Retarus managed services, as the clustered nature of the infrastructure enables Retarus to make 
changes and updates without taking the entire infrastructure out of service. 
 
Network termination from telephony carriers is provided via carrier grade SONUS infrastructure, which 
enables instantaneous failover, in the event that a datacenter or clustered component is unavailable to 
process a fax transmission. Failover resides within the clustered and redundant components in a given 
datacenter environment and Retarus operates a “load-balanced” or “hot/hot” infrastructure, whereby both 
datacenters in the US are processing live traffic at all times, at an average capacity of 30% of total. This allows 
for a single datacenter to take on the full processing and transmission load, if required, while still retaining 
the overhead to process large transmissions. 
 
In the event of a serious issue where downtime is necessary, Retarus will inform customers via EAS, 
Telephone, E-mail and make best attempt to notify as early in advance as possible. Downtime will be 
scheduled as to make as little impact as possible, typically in non-peak hours (early morning, weekend, 
holidays).  
In the event of UNPLANNED downtime, Retarus follows a strict Disaster Recovery plan which provides 
complete overview of all procedures and schedules. The “zero-hour downtime design” of the infrastructure 
allows Retarus to reduce DR time objectives to a minimum in the case of wide area catastrophe scenarios.  

 

8.12.6 Describe the consequences/SLA remedies if disaster recovery metrics are not met. 
 

RETARUS RESPONSE: Retarus SLAs are flexible and negotiable, but standard remedy is below.  

Claim for Credit.  If Retarus fails to satisfy any of the foregoing Service Level Standards of this SLA, in each 

case unless due to a Force Majeure event or any other reason outside the Retarus System, Retarus shall 

credit to Customer, as Customer’s sole remedy, liquidated damages in the amount of 15 % of the monthly 

Base Fees set forth in Exhibit A to this Agreement, limited per month to a total of 60% of the monthly Base 

Fees if both the average availability falls below 99.5% or 98% respectively as set forth in Section 1 of this SLA 

and the time for initiation of outbound dialing or inbound delivery, respectively exceeds an average of fifteen 

minutes as set forth in Section 2 of this SLA.  Similarly, in the unlikely event that more than three (3) Messages 

shall be lost within the Retarus System in any month, and not due to an event of Force Majeure, or any other 

reason outside the Retarus System, as Customer’s sole remedy Retarus shall both credit Customer the cost 

of each lost message and Customer’s reasonable costs and expenses incurred to repair or restore the 

Messages, if and to the extent the Customer properly stored the Messages, subject to the limitations of 

liability set forth in the Agreement to which this SLA is attached.  Credit that is not used shall expire six (6) 

months after the month in which it is issued.  Any credit issued to the Customer hereunder shall be set off 

against and reduce any liability of Retarus payable pursuant to Limitations of Liability Section of the 

Agreement to which this Exhibit C is attached. 
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Exclusive Remedy.  The service fee adjustments outlined in this Service Level Agreement shall be Retarus’ 

sole liability and Customer’s sole remedy for failure to meet the Service Levels outlined in this Service Level 

Agreement. 

 
8.12.7 Provide a sample of performance reports and specify if they are available over the Web 

and if they are real-time statistics or batch statistics. 
 

RETARUS RESPONSE:  This is available in our EAS Portal. Special designed widgets show media statistics, 
real time in and outgoing faxes. There are various selection criteria available to you for analyzing your 
messaging activity. 

The Media Statistics function displays your entire transmission traffic within a specific timeframe. This 
enables you to see up-to-date data developments on your usage of Retarus services within a timeframe of 
your choice, detect potential preferences and draw conclusions about your communications volume.  
 
We also utilize an Elastic Search, Kibana approach for monitoring and any specific requirement for your 
reporting needs can be discussed. 

 
8.12.8 Ability to print historical, statistical, and usage reports locally. 
 

RETARUS RESPONSE:  Yes, Retarus provides the ability for service administrators to obtain historical, 

statistical, and usage reports on demand via the EAS Portal. These can be exported to a csv / excel file for 

whatever purpose as required, including printing locally. These reports are available as a scheduled e-mail 

report as well. EAS can be accessed anywhere, at anytime.   

Additionally, depending on the use case and service deployment, Retarus provides the opportunity for 

clients to integrate their own reporting portals with Retarus Fax for Applications service via Fax Status 

reports to create their own unique dashboards and reporting.   

 
 
8.12.9 Offeror must describe whether or not its on-demand deployment is supported 24x365. 
 

RETARUS RESPONSE: Yes, Retarus is supported and operational 24/7/365 globally. Retarus ensures that all 

facets of the organization is available in the event of any major or critical events, including support issues 

and implementation requests. Retarus operates a SPOC for all kinds of services requests and incidents. 

Every request is tracked via trouble tickets which are assigned to a service and the respective SLA of the 

customer. Escalation is triggered automatically.  
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8.12.10 Offeror must describe its scale-up and scale-down, and whether it is available 24x365. 
 

RETARUS RESPONSE: Yes, our Datacenters operate at an average of 30% of total system capacity. This 

Capacity cushion in each Data Center location allows for 3X average load. To ensure this performance we 

have a formal process with a dedicated capacity management team. For clients, this ensures that capacity 

is provided regardless of potential volume, traffic spikes, etc. There is a capacity management process to 

revenue future expectations of increased volume, based on sales and implementation activities as well as 

current processing thresholds to add hardware and virtual processes as is need to maintain the 30% 

average usage. Specific customers may also be monitored directly to assure that Retarus is maintaining 

processing SLAs. The nature of Retarus' decentralized architecture allows for additional capacity to be 

added at any time. 

 
 

8.13 (E) CLOUD SECURITY ALLIANCE 
Describe your level of disclosure with CSA Star Registry for each Solution offered. 
a. Completion of a CSA STAR Self-Assessment, as described in Section 5.5.3. 

 

RETARUS RESPONSE: Retarus has completed the CSA STAR Self-Assessment. The corresponding 

confirmation of this is included with the RFP at website: https://cloudsecurityalliance.org/star-

registrant/retarus/. Retarus has answered the documents needed for the CSA Star Self-Assessment in the 

level of detail required, and includes accurate information.  

 
b. Completion of Exhibits 1 and 2 to Attachment B. 

 
RETARUS RESPONSE: Retarus has completed the documents Exhibit 1 and 2 to Attachment B. Those 
documents are included with this RFP. Retarus has answered the documents in the level of detail required. 
 

c. Completion of a CSA STAR Attestation, Certification, or Assessment. 

 
RETARUS RESPONSE: Retarus has not completed CSA STAR Attestation or has gone through CSA 

certification or assessment other than the self-assessment. However, Retarus is currently undergoing SOC 

2 audit and certification internationally. By the expected completion / decision for this RFP, Retarus will be 

SOC 2 certified. Provided Retarus is awarded this bid, Retarus will complete and obtain CSA STAR 

Attestation for the United States and will continue to hold certification for the entire contract length.  

d. Completion CSA STAR Continuous Monitoring. 

 

RETARUS RESPONSE: Retarus has not completed the CSA Star continuous Monitoring. According to the CSA 

website, this is still under development. Retarus would be open to obtaining this, working through auditing 

provided the bid is awarded. 
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8.14 (E) SERVICE PROVISIONING 
8.14. 1 Describe in detail how your firm processes emergency or rush services implementation 

requests by a Purchasing Entity.  
 

RETARUS RESPONSE: Rush service implementations and processes need to be defined during the 

contractual process to ensure optimal response and expectations. Fax services are potentially available, 

depending on service and use case, on demand. Rush implementations greatly depend on potential use 

case, set up/development necessary, and more. In the event of a critical rush order, Retarus would begin 

the new order process as stated below, including defining the project to ensure optimal completion. 

Significant rush orders, as defined, will be prioritized and implemented as quickly as possible.  

Standard Project Definition 

- Any service which gets implemented in a reproducible sequence 

- Proposal/offer was built on standard form and has no changes except in prices 

- Included are changes / customizations which can be done via EAS or system configuration 

- Excluded are customizations, new features 

- No support is needed from development (incl. scripts for only one customer)  

- Project can be delivered with standard tools 

 

 

NON Standard Project Definition 

- Standard offer form was adjusted / changed in technical parts 

- Additional support is needed from development (incl. scripts for only one customer) › 

Project can not be delivered with standard tools, new features/services are needed 

- There are combinations of different standard Retarus services (e.g. Fax2EDI, etc.) 

- Coordination of schedules is challenging 

- Multinational Customer 

- Integration of technology partners (e.g. Ametras-OCR, SwissPost-Print) 
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- Replacement of on-premise solution in complex environments (fax server, mail archive 

migration, EDI solution) 

 

 
 
8.14.2 Describe in detail the standard lead-time for provisioning your Solutions.   
 

RETARUS RESPONSE: Retarus defines “lead time“ as the period of time between entry of the “new order” 

in the implementation queue and the start of the implementation. Retarus defines “elapsed time“ as the 

time frame between start of implementation and the handover to billing.  All time frames are based on 

working days and are related to orders / contract which were made with standard proposal forms. All 

other agreements need clarification with sales engineering.   

Depending on the service (Mail-to-Fax, Fax-to-Mail, Fax4Applications, etc) lead time may be as little as zero 

days, as in an on demand service, or as significant as several weeks, in the event of number porting, for 

example.  

The standard lead time for broadcast faxing is approximately a single day or less. This service is a web 

based portal, and can be configured very rapidly as needed. 
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The standard lead time for desktop faxing depends greatly on how the service is to be configured. 

Depending if there are numbers on hand for inbound (fax numbers already provisioned and available for 

clients to use), there is zero lead time. If numbers need to be freshly provisioned, lead time is standard at 5 

days. This can be decreased/increased depending on local area availability or Toll Free number requests. 

For numbers to be ported, a port will have to be scheduled which may take significantly longer depending 

on location. International numbers take longer to port, for example. Outbound services can very quickly be 

provisioned. Standard, non-customized services can be set up within a day (Mail2Fax). More custom 

services which require work on the client’s side, such as with Fax4Exchange, Fax4SAP which requires a 

VPN, depend on how quickly and responsive the client is. 

 

8.15 (E) BACK UP AND DISASTER PLAN 
8.15.1  Ability to apply legal retention periods and disposition by agency per purchasing entity 

policy and/or legal requirements. 
 

RETARUS RESPONSE: Yes, Retarus has the ability to retain documents as per legal requirements. Depending 

on the regulation, this can be accomplished by the meta-data. Retarus does provide an archiving feature 

for documents, which is available for those specific organizations/business units/applications which 

requires the actual documents to be stored for a given period of time. Typically, Retarus provide a “Deliver 

and Delete” policy, keeping only the meta-data information. However, archiving is available and 

customizable to ensure legal retention periods are met. Archiving can be enabled by agency in a purchasing 

entity, as per the policy and legal requirements. Archiving can be turned on and off as required or policy 

dictates.  

 
 
8.15.2 Describe any known inherent disaster recovery risks and provide potential mitigation 

strategies. 
 

RETARUS RESPONSE: All known disaster recovery/business continuity risks are outlined in the Business 

Continuity Plan. Potential mitigation strategies are also documented in depth.  

 
 
8.15.3 Describe the infrastructure that supports multiple data centers within the United States, 

each of which supports redundancy, failover capability, and the ability to run large scale 
applications independently in case one data center is lost. 

 
RETARUS RESPONSE:  Retarus' goal is to provide a never-down fax platform. Retarus operates two 
datacenters in the US, and seven in total globally. Network termination from telephony carriers is provided 
via carrier grade SONUS infrastructure, which enables instantaneous failover, in the event that a 
datacenter or clustered component is unavailable to process a fax transmission. A complete picture of the 
Retarus infrastructure is provided as an attachment. Failover resides within the clustered and redundant 
components in a given datacenter environment and Retarus operates a “load-balanced” or “hot/hot” 
infrastructure, whereby both datacenters in the US are processing live traffic at all times, at an average 
capacity of 30% of total. This allows for a single datacenter to take on the full processing and transmission 
load, if required, while still retaining the overhead to process large transmissions. 
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All components are monitored 24 x 7 x 365 via Network Operation Centers in Munich and New Jersey. 
There is no scheduled maintenance “downtime” associated with the Retarus managed services, as the 
clustered nature of the infrastructure enables Retarus to make changes and updates without taking the 
entire infrastructure out of service. Additionally, please see confidential overview of Network 
Infrastructure in Confidential Section. 
 
  
AVAILABILITY 
Tier 3 DCs SSAE16 certified in US, combination ISAE3402 Tier 3 and own data centers globally 
Carrier grade, redundant systems and connections 
Real-time failover 
24x7 global infrastructure monitoring  
Operates at an average of 30% of total system capacity in each DC 
Documented Business Continuity, Disaster Recovery and Pandemic Preparedness plans 
Organizational and technical measures in place to maintain quality of service during a critical event 
National and International separation of data centers and network operations centers 
Capacity cushion in each data center location allows for 3X average load 
Support staff in US, Europe and Asia Pacific regions 
No service downtime or operational loss during “Sandy”, “Irene” etc. 
------------------------------------------------------------------------------------------------- 
DETAILS: 
IP connectivity 
Redundant internet lines 
Physically separately routed connections 
Three independent IP carriers 
Separate service lead-ins 
Direct connection to the fiber rings of the access providers 
Telephony connectivity 
Retarus infrastructure connected to multiple carriers 
Physical termination via several technically independent switching centers 
SBCs fully meshed 
Active carrier management 
Performance monitoring 
Throughput monitoring 
24x7x365 support contracts for all carriers/lines 
 

 

8.16 (E) SOLUTION ADMINISTRATION 
8.16.1 Ability of the Purchasing Entity to fully manage identity and user accounts. 
 

RETARUS RESPONSE: Retarus provides complete and numerous abilities for the purchasing entity to fully 

manage user accounts. The first option is Directory Synchronization. The Retarus DirSync Synchronization 

Wizard facilitates synchronizing customers’ directory data to Retarus, thus simplifying the administration of 

the Retarus Managed Services for customers. It enables customers to automate the upload of user 

information such as e-mail addresses, fax numbers, etc. from their directory to the Retarus infrastructure. 

The Retarus DirSync Synchronization Wizard provides support natively for Microsoft Active Directory. 

However, it also supports standard LDAP communication; therefore, it does also seamlessly interoperate 

with other LDAP compliant systems. 
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The service reads the specified LDAP directory at custom-defined intervals, applying any preconfigured 

LDAP filters in order to obtain only those results required for the Retarus managed services. This 

information is then, depending on the Retarus services used, converted to a file format expected by the 

Retarus infrastructure and sent to Retarus via HTTPS. These files can also be saved on the hard disk for 

inspection. 

The AD information that is to be forwarded to Retarus is by default limited to those attributes required for 

the service. The AD fields can be selected in the configuration accordingly. Depending on the type of 

Retarus service used by the customer, the following information is commonly exported from the directory: 

Email Address, Fax number. 

Additionally, administration of the service can be found through Retarus’ Enterprise Administration 

Services Portal. EAS is a web-based portal in which you can configure the services your company has 

booked and retrieve information on the effectiveness of Retarus services via comprehensive, clear 

statistics and reports that allow you to identify trends and developments at an early stage and make any 

necessary changes. You can also download the reports for further processing or analysis. In addition, you 

also receive an overview of the support inquiries you have made and their current processing status. 

In the User Management menu, you can create and manage user accounts, i.e., their rights to access and 

use various features. There is an overview of all users assigned to your customer number. You can use the 

search function to locate an individual user account by searching for a User ID (email address), a user’s 

name (Name), or Customer Number (Company Name). You can also search using a fragment. Searching by 

a fragment will bring up suggested entries in the search free-text field.   

Confidentially, The EAS administrative manual is attached with the RFP. 

 
 

8.16.2 Ability to provide anti-virus protection, for data stores. 
 

RETARUS RESPONSE: Where applicable, anti-virus protection is in place. 

 
8.16.3 Ability to migrate all Purchasing Entity data, metadata, and usage data to a successor 

Cloud Hosting solution provider. 
 

RETARUS RESPONSE: Yes - according termination clauses are to be defined in according data processing 

agreement. 

 
8.16.4 Ability to administer the solution in a distributed manner to different participating 

entities. 
 

RETARUS RESPONSE: This is possible through different levels for Administrators in our EAS Portal. Please 

refer to EAS Manual for complete options on customization 

8.16.5 Ability to apply a participating entity's defined administration polices in managing a 
solution.  

 

RETARUS RESPONSE: This is possible through different Security levels for Administrators in our EAS Portal 
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8.17 (E) HOSTING AND PROVISIONING 
8.17.1 Documented cloud hosting provisioning processes, and your defined/standard cloud 

provisioning stack.  
 

RETARUS RESPONSE: This depends on the nature of the provided services. Provisioning processes are 

handled according to ISAE3402 requirements, e.g. “Customer Service Setup”. 

 
8.17.2 Provide tool sets at minimum for: 

1. Deploying new servers (determining configuration for both stand alone or part of 
an existing server farm, etc.) 

2. Creating and storing server images for future multiple deployments 
3. Securing additional storage space 
4. Monitoring tools for use by each jurisdiction’s authorized personnel – and this 

should ideally cover components of a public (respondent hosted) or hybrid cloud 
(including Participating entity resources). 

 
RETARUS RESPONSE: Not applicable. Retarus provides shared managed messaging services. 

 

8.18 (E) TRIAL AND TESTING PERIODS (PRE- AND POST- PURCHASE) 
 8.18.1 Describe your testing and training periods that your offer for your service offerings 
 
RETARUS RESPONSE: Testing and training periods may range from 10-14 days for customers. During this 
period an implementation manger will be assigned to facilitate the process, answer questions and guide 
users/administrators through the process. Proof of Concepts are typically designed during the 
implementation phase to assure quality of service. Proof of Concepts (PoCs) are also offered for the same 
time periods. This environment will help facilitate any API connections, and address compliance issues as 
they arise. BAAs are available, as well as documentation and attestations for various compliance 
components as needed during this process.   
 

8.18.2 Describe how you intend to provide a test and/or proof of concept environment for 
evaluation that verifies your ability to meet mandatory requirements. 

 
RETARUS RESPONSE: During a test or proof of concept environment, Retarus will work with the defined 

entity to ensure their requirements are met. As part of the Retarus implementation methodology, Retarus 

will meet with purchasing entities to outline Proof of Concepts, and detailed requirements of how data will 

be processed, what are compliance obligations, what interfaces to be utilized, and more. Retarus will assign 

a specific project manager to support Purchasing Entities to meet this requirement. Implementations will be 

jointly overseen by the Contract Manager to ensure complete communication with NASPO and the 

Purchasing Entities.  

All individual parts of Retarus’ complete fax solution are managed service solutions requiring no additional 

hardware, and no additional software installation at the customer site. Therefore the implementation 

project for the Retarus Faxolution is primarily definition of client’s custom setup, then configuration and test 

before the go live.  For a more specific approach to fit requirements, a statement of work document can be 

produced.   
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8.18.3 Offeror must describe what training and support it provides at no additional cost. 
 
 

RETARUS RESPONSE: Retarus offers 24/7/365 “follow the sun” support model at no additional cost. Initial 

training is part of the initial onboarding as well as following on training and a weekly ongoing training 

session is available at no additional cost. Retarus is willing to assign a dedicated training representative to 

all purchasing entities to ensure service adoption within entities. Training, such as the EAS portal demo, 

can be scheduled on a weekly basis for a reasonable period of time in order to reach all of customers' 

audience.  

These sessions are provided at no cost, and can be online as needed. A public group training session is held 

every week as a best practice mechanism for our customers. In addition to that, we can discuss during the 

implementation phase, trainings requirements for general users and train the trainer sessions. Included in 

this discussion would be how many initial training sessions will Purchasing Entity need, and if those should 

be recorded and then made available to as online training. Additionally, documentation and videos will be 

provided to explain how to utilize the service, step by step.   

 
 

8.19 (E) INTEGRATION AND CUSTOMIZATION 
8.19.1 Describe how the Solutions you provide can be integrated to other complementary 

applications, and if you offer standard-based interface to enable additional integrations. 
 
RETARUS RESPONSE: Retarus can interface with almost any solution. Examples would be, ERP, EMR, CRM, 
billing/financial systems. We offer native integrations into SAP, Exchange, Office 365 and Lotus Notes. Our 
typical APIs are typically SOAP, or REST, and are flexible.  
 

8.19.2 Describe the ways to customize and personalize the Solutions you provide to meet the 
needs of specific Purchasing Entities. 

 
RETARUS RESPONSE: Some portions of the system may be “White Labeled”. Some customizing options are 

embedded as standard features in the services. Amongst other, the following is supported. Our reporting 

templates, the look and feel of Inbound Emails can by customized by Retarus according to your needs. 

Coverpages for Mail-to-Fax or the API Webservice can be customized by the client using rtf / html 

templates. Through changes in your MX records and by whitelisting the Retarus infrastructure we can 

customize the fax Domain used for Mail-to-Fax from @us.rfax.net to @fax.yourdomain.com. 

Additionally, Retarus can provide customer specific extensions as part of a corresponding integration 

project. 

 

8.20 (E) MARKETING PLAN 
Describe your how you intend to market your Solutions to NASPO ValuePoint and Participating 
Entities.  
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RETARUS RESPONSE: Our State and Local Business development team will champion and take the lead in 

contacting the participating State procurement offices to get the Participating Addendums in place. 

Our Marketing plan is to keep it simple: advertise, market and sell where the State and Local government 

agencies congregate, being in magazines, websites or events.  We will also deploy outbound calls to the 

CIOs to find and uncover any Cloud initiatives they may have.   

We plan to leverage our current relationships within the States, Counties and Cities we have in place.  Also 

we will support and attend conferences and events/functions in the State and Local government space, 

including NASPO events.  

Retarus’ plan is to aggressively engage with all the State departments to uncover Cloud initiatives and 

opportunities. We will do this through our direct relationships and/or indirect partners. 

In preparation, if we are awarded a Master Agreement, we have begun to modify our present Public sector 

marketing collateral to reflect the Cloud MSA; including updating our database of all the large States, 

Counties and Cities and their CIOs, and procurement officers that are possibly going to participate in the 

MSA. 

 
 
 

8.21 (E) RELATED VALUE-ADDED SERVICES TO CLOUD SOLUTIONS 
Describe the valued-added services that you can provide as part of an awarded contract, e.g. 
consulting services pre- and post- implementation. Offerors may detail professional services in 
the RFP limited to assisting offering activities with initial setup, training and access to the 
services.  
 

RETARUS RESPONSE: Retarus will provide a pre-sales and an implementation team to assist in assessing 
entities requirements, addressing these needs with Retarus standard or customized services and 
implementing those services in a timely manner.  This would involve on-site or web-based workshops to 
gather all messaging requirements. During the pre-implementation stage, Retarus will provide all relevant 
service demonstrations and training. Retarus will also provide development services where applicable to 
meet a customer's requirements that cannot be met with a current standard offering. Retarus will provide 
these services via a quote in the form of a Statement of Work which would detail the services to be 
performed and any costs associated. 
 
Specifically for the post implementation stage, Retarus provides web based or on-site training and 

configuration support for all users and/or administrators. Retarus may also provide on-site training of each 

service for EAS portal admins.  Retarus is dedicated to provide ample training resources for the entity’s 

administrators so that they may then function as the subject matter experts on the services offered. End 

User oriented training may also be provided in the form of video tutorials, web-based or on-site training 

for desktop users in a group. End user and Administrator documentation will be provided via the Retarus 

EAS portal. 
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8.22 (E) SUPPORTING INFRASTRUCTURE 
8.22.1 Describe what infrastructure is required by the Purchasing Entity to support your 

Solutions or deployment models. 
 

RETARUS RESPONSE: The messaging solution provided will be a point-to-point service between customer 
and Retarus with no additional intermediaries or third-party providers. Retarus manages all of its own 
infrastructure and service offerings and provides services directly from Retarus maintained data-centers. 
All integrations include a direct connection between Retarus and one or more of customers' systems. Data 
in transit on Retarus’ infrastructure is either secured via SSL or VPN. Depending on the application and 
specific requirements, there may or may not be infrastructure needed to support the Retarus solution. 
Typically, in a low risk scenario, there is no other requirement other than Broadband internet access, e-
mail, and a computer. In a high risk scenario, an encryption service like VPN, leased line or MPLS, will need 
to be support by the client.  All integrations include a direct connection between Retarus and one or more 
of client’s systems maintained by the client. The "desktop" fax solution generally involves SMTP email as 
the protocol for sending and receiving faxes. 

 
8.22.2 If required, who will be responsible for installation of new infrastructure and who will 

incur those costs? 
 

RETARUS RESPONSE: While typically there is no additional infrastructure needed, if new infrastructure is 

required at the customer’s site, this is typically the responsibility of the customer. This would be a case by 

case basis however, and again, is not typical or regular. 

 

8.23 (E) ALIGNMENT OF CLOUD COMPUTING REFERENCE ARCHITECTURE 
Clarify how your architecture compares to the NIST Cloud Computing Reference Architecture, in 
particular, to describe how they align with the three domains e.g. Infrastructure as a Service 
(IaaS), Software as a Service (SaaS), and Platform as a Service (PaaS). 
 

RETARUS RESPONSE: Retarus is a SaaS service. Looking in depth at the NIST classifications, SaaS is the only 

one which would apply to Retarus’ “Faxing as a Service”. As discussed in depth previously, Retarus exhibits 

the key five traits as a cloud service: on-demand self-service, broad network access, resource pooling, rapid 

elasticity, and measured service. As NIST Definition of Cloud Computing SP 800-145 states, Retarus is a 

completely managed service which limits the control clients have to the environment in which their data is 

processed on. Retarus provides a fax application which is managed on Retarus cloud infrastructure, 

utilizing Retarus’ networks, servers, operating systems, and storage capabilities. This application is 

accessible via numerous interfaces, which are managed by the client, including e-mail, mobile devices, file 

shares, multifunction devices, APIs, and more. It is important to note, that unlike IaaS and PaaS, Retarus’ 

services are not customizable in a way which the client can manage processing abilities, networks, or how 

items are deployed.    
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Section Title: Confidential, Protected or Proprietary Information. 

 
There is no classified materials within this version of the RFP. 
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